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Abstract: The Open Worldwide Application Security Project (OWASP) Mobile
Application Security (MAS) project aims to define the industry standard for Android
mobile application security. Its Mobile Application Security Testing Guide (MASTG)
is supplemented with a catalog of reference apps. These contain intentionally built-in
vulnerabilities for educational purposes and can furthermore be used for benchmarking
security testing tools. However, many of the existing reference apps are limited in scope
and have become outdated due to a lack of maintenance. We evaluated the state of
the art in eight Android MASTG reference apps and found that only about a third
of the vulnerabilities documented by OWASP MAS are represented in them. The ten
most frequently implemented vulnerability types account for half of all implemented
vulnerabilities. Based on the findings, we developed three open-source MASTG reference
apps containing 28 vulnerabilities of both static and dynamic nature. We focused on
vulnerabilities that received no coverage in existing reference apps. Each implemented
vulnerability is mapped to its OWASP counterpart and contains detailed documentation
on where it can be found. Our apps have increased the coverage of vulnerability types
by 42% and can be used both as educational resources and for benchmarking security

testing tools.
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1. Introduction

1.1. Motivation

Mobile applications (apps) can have a variety of vulnerabilities. Modern Android apps
have, on average, a surprisingly large number of vulnerabilities, which greatly impacts
their security and usage [1]. Because of this, tools that can detect the vulnerabilities of
mobile apps are of great importance. These tools can evaluate an app’s security either
statically, by analyzing the code, or dynamically, by executing the app and inspecting it
at runtime. There exists a diverse landscape of such Static Security Application Testing
(SAST) and Dynamic Security Application Testing (DAST) tools. But how can the
effectiveness and accuracy of these tools be measured and compared to one another?
To measure the effectiveness of such a tool, it is important to know both how many
security vulnerabilities the tool detected and how many it failed to find. Most real-world
mobile apps are closed source. This makes them a poor dataset for benchmarking these
security analysis tools, as there is no ground truth against which their performance on
the apps can be compared. A better approach for effectively measuring and comparing
the accuracy of existing analysis tools is to evaluate them on intentionally vulnerable

apps, of which the existing vulnerabilities are known to the person conducting the tests.

1.2. Problem Statement

The OWASP MAS project hosts such a dataset of intentionally vulnerable apps that
function as practical reference material for the MASTG [2]. They serve as a valuable
educational resource that teaches mobile developers what security vulnerabilities can
look like and how they can be found. These intentionally vulnerable apps are furthermore
good resources for benchmarking mobile security tools.

Unfortunately, many of these MASTG reference apps have been designed for older
versions of Android and have not received any updates for years. Because of this, they do
not adequately reflect and implement the modern vulnerabilities that the MASTG tests

for. This greatly diminishes their educational value as learning and teaching resources.
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Very few of them contain documentation of their implemented vulnerabilities. Their
usefulness for benchmarking security tools is negatively impacted because of this, as it
makes it more difficult to assess how many vulnerabilities have not been found by the
tools. All of this results in a gap between the educational value provided by the OWASP
MAS project and how it is reflected in its MASTG reference apps, as well as the practical

value it provides in mobile security testing and research.

1.3. Objectives of the Thesis

The objectives of this thesis mostly concern the development of multiple open-source
OWASP MASTG reference apps that include both static and dynamic security vulner-

abilities. To achieve this, the thesis pursues the following objectives:

1. Analyze and understand the OWASP MAS ecosystem and its vulnerability cate-

gories.

2. Conduct a literature review to better understand how the OWASP MASTG, its

reference apps, as well as other related components, are used in the academic world.

3. Evaluate the state of the art in intentionally vulnerable OWASP MASTG An-
droid reference apps in terms of vulnerability coverage, documentation, educational
value, and usability for SAST and DAST tools benchmarking.

4. Design and implement new MASTG Android reference apps, adhering to the de-
termined state-of-the-art standards. The focus lies on vulnerabilities that have
seen little to no coverage in existing reference apps. Both static and dynamic

vulnerabilities are to be included.

5. Document each implemented vulnerability by mapping it to its OWASP MAS
counterpart, explaining where it can be found in the implementation’s code and

how it can be exploited.

6. Compare our reference apps with the existing reference apps landscape and assess
the contribution made by our apps. Compare the coverage of vulnerabilities with
and without our apps. Evaluate their suitability as teaching resources and for

benchmarking security analysis tools.
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1.4. Methodology and Structure of the Thesis

This thesis follows a design- and implementation-focused research approach. It consists
of first reviewing and analyzing the existing work in the related field. Multiple pieces of
software are then designed, implemented, and evaluated. We begin with an analysis of
the OWASP MASTG and its reference applications. The choice of which vulnerabilities
to implement is made based on the results of this analysis. After coming up with the de-
sign and architecture for our new reference apps, we shift the focus to their development.
The resulting applications are then compared to the existing catalog of MASTG refer-
ence apps. They are evaluated for their coverage of vulnerabilities, as well as for their
suitability for educational purposes and the benchmarking of security analysis tools.
This thesis is structured as follows. Chapter 1 introduces the subject of the thesis, the
motivation behind it, its objectives, and the methods for achieving them. In Chapter 2,
we discuss the findings of both the literature review and the analysis of the state of the
art in existing OWASP MASTG reference apps. Chapter 3 provides essential background
knowledge on the OWASP MAS ecosystem as well as on key Android concepts discussed
and used in this thesis. Chapter 4 discusses the design and project architecture for the
to-be-developed reference apps and includes design decisions regarding vulnerability se-
lection. In Chapter 5, each implemented vulnerability is covered in detail, supplemented
with code snippets, implementation decisions, and challenges faced during their devel-
opment. Chapter 6 concerns itself with the results of our work. Our developed apps are
compared with the existing MASTG reference apps catalog, and their contributions are
assessed. Chapter 7 discusses possible threats to the validity of our work, as well as any
problems left open or newly discovered. In Chapter 8, we look forward to future work
and outline how this thesis could be extended upon. Chapter 9 then summarizes our

work and closes out the thesis.






2. Related Work

In this chapter we discuss two types of related work. The first consists of existing OWASP
MASTG reference apps for Android. The second is about academic publications that
rely on the MASTG.

2.1. State of the Art in OWASP MASTG Reference Apps

There are 19 MASTG reference apps listed on the OWASP page [2] and its corresponding
GitHub repository [3] at the time of writing. To evaluate the state of the art of MASTG
reference apps, we examine each one of them in order to identify and categorize their
implemented vulnerabilities. Only eight of these apps have both available source code
and some form of documentation of their vulnerabilities. The vulnerabilities were then
mapped to their corresponding OWASP Mobile Application Security Weakness Enu-
meration (MASWE) counterparts, which lists and discusses the vulnerabilities that the
MASTG tests for.

2.1.1. Methodology

We evaluated 19 MASTG reference apps as to whether their source code is available
online, and if so, whether they have any documentation of their weaknesses. The app
selection includes four "Android Uncrackable" reference apps, named L1 [4], L2 [5], L3 [6]
and L4 [7]. None of them have any documentation on their implemented weaknesses and
are excluded from this review because of it. The other apps excluded for the same rea-
son are: Android License Validator [8], DVHMA [9], Digitalbank [10], DodoVulnerable-
Bank [11], disable-flutter-tls-verification [12], and MASTestApp-Android-NETWORK
[13]. The MASTG-Hacking-Playground-Kotlin-App [14] has been excluded from this
literature review because we have included and evaluated an identical Java version of
this app.

The following apps have been included in the review: AndroGoat [15], DIVA Android
[16], InsecureBankv2 [17], MASTG-Hacking-Playground [18], OVAA [19], InsecureShop
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[20], Finstergram [21], and Android BugBazaar [22]. A summary of this selection process

can be seen in Table 2.1.

2.1.2. Findings

Across the eight evaluated OWASP MASTG reference apps, 163 weaknesses were imple-
mented. We mapped them to their respective MASWE counterparts and grouped them
by their vulnerability category (Storage, Crypto, Auth, etc.). An overview of the apps

and their implemented vulnerabilities can be seen in Table 2.2.

Lack of Vulnerability Documentation

A recurring issue with many of the reference apps lies in their documentation of the
implemented vulnerabilities. 11 of the reference apps listed by the OWASP MASTG
do not have any documentation of their weaknesses at all, which led to their exclusion
from this evaluation. The apps that do include some form of documentation of their
vulnerabilities do so in a very minimal way. Most often, the documentation consists
of a single list that merely names the implemented weaknesses. None of the apps map
the implemented weaknesses to their OWASP MASWE counterparts. Only two apps
[18, 21] actually document what the weaknesses entail, how they are implemented, and
how to fix or exploit them.

This additional documentation is not necessary for the apps to function as a pen-
etration testing practice environment. But lacking it does reduce their value as an
educational resource in reference to the MASTG. A simple mapping of the implemented
vulnerabilities to their respective MASWE counterparts helps mobile developers better
connect the theoretical concepts provided by the MAS project with the practical en-
vironment of the reference apps. By providing no documentation on the implemented
weaknesses, developers using the apps to learn are unable to verify which vulnerabilities
they have found and which ones they have not. This hinders them in assessing their
skills in detecting and exploiting mobile security vulnerabilities, which negatively im-
pacts the educational value provided by the apps. The apps adequacy and function as
a mobile security tool testing benchmark are much affected in the same way. If there
is no documentation of the vulnerabilities implemented, it becomes extremely difficult
to reliably assert how many of the vulnerabilities found by the tools are part of the
intentionally created set and how many of the intentionally implemented ones have been
missed by the tools. This means that without any documentation of the implemented

vulnerabilities, the MASTG reference apps are just as unfit for benchmarking SAST
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Table 2.1.: Overview of the availability of source code and documentation of MASTG
reference apps, and whether they were included in our analysis
OWASP MASTG Reference Apps
App name Source code Documentation Included
Uncrackable L1
Uncrackable L2
Uncrackable L3
Uncrackable L4
License Validator
DVHMA
Digitalbank v
Dodo Vulnerable v
Bank
disable-flutter-tls- v
verification
MASTestApp- v
Android-
NETWORK
MASTG- v v
Hacking-
Playground-
Kotlin-App
AndroGoat
DIVA Android
InsecureBankv?2
MASTG-
Hacking-
Playground
OVAA
InsecureShop
Finstergram
BugBazaar

SSANENEN
SSENENEN
SSANENEN

AENENEN
A ENENEN
A ENENEN
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Table 2.2.: Mapping of MASTG reference apps vulnerabilities to their MASV'S categories

OWASP MASTG Reference Apps

App name # Vuln. | Stora. | Crypt.| Auth | Netwo.| Platf. | Code | Resil. | Priva.
AndroGoat 24 7 1 1 4 8 1 2

DIVA 13 5 5 3

InsecureB. 25 4 4 1 8 1 5
Playground 15 5 1 1 3 3 2

OVAA 18 1 1 10 6

Ins.Shop 19 2 2 1 13 1

Finster. ) 3 2

BugBaza. 44 7 1 23 10 3

and DAST tools as any real-world apps dataset. The apps we develop aim to address
this issue by documenting all implemented weaknesses, including a mapping of the im-
plemented vulnerabilities to their respective MASWE counterparts. Additionally, each
implemented vulnerability will contain documentation on where it is found, which lines

of code are relevant, how it can be exploited, and sometimes how it can be fixed.

Uneven Distribution of Vulnerability Coverage

At the time of writing, there are a total of 117 MASWE vulnerabilities across eight
categories documented by OWASP [23]. Of these 117 vulnerabilities, only 42 are actually
covered by any of these reference apps.

The eight apps together have 163 implemented weaknesses that can be mapped to
only 42 different types of vulnerabilities as defined by MASWE. Because there are 117
different vulnerability types, this leaves a total of 75 vulnerabilities, as documented and
classified by OWASP MASWE and referenced in the MASTG, completely without rep-
resentation. This means that the vulnerabilities implemented in the MASTG apps serve
as a reference to only a minority of the MASWE vulnerabilities. While the vulnera-
bility types that make up this minority are covered on average almost four times, the
vast majority of vulnerability types goes completely without a practical reference in the
MASTG apps.

To make this point more clear; the ten most frequently covered vulnerabilities are
implemented a total of 87 times, as seen in Figure 2.1. This means that they represent
53.4% (87/163) of all implemented vulnerabilities, despite only covering 8.5% (10/117)
of all vulnerability types as referenced by MASTG. The most frequently implemented
vulnerability is MASWE-0066, which deals with insecure intents. Of the ten most fre-
quently covered vulnerabilities, five are of the category MASVS-Platform.



2.1. STATE OF THE ART IN OWASP MASTG REFERENCE APPS 9

18

MASWE-0066

MASWE-0006

MASWE-0064

MASWE-0001

MASWE-0058

MASWE-0007

MASWE-0063

MASWE-0085 Category
s PLATFORM

6 s STORAGE
s AUTH

wmsm CODE

MASWE-0053

MASWE-0005

0.0 25 5.0 7.5 10.0 12,5 15.0 17.5
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Figure 2.1.: Ten most frequently covered types of OWASP MASWE vulnerabilities

Coverage of Vulnerability Categories

There is not only a favoring of certain specific MASWE vulnerabilities, but an uneven
coverage of the vulnerability categories themselves as well. The percentage-wise coverage
of MASVS categories can be seen in Figure 2.2. Some categories see a high percentage
of their vulnerabilities covered, such as MASVS-PLATFORM with 72.7% or MASVS-
STORAGE with 66.7%. Others see very little to no coverage at all, such as MASVS-
CRYPTO with 21.1% and MASVS-AUTH with only 10%. Worst of all is MASVS-
PRIVACY, with a vulnerability coverage of 0%.

Viewing the coverage in absolute rather than percentage values makes it look slightly
more even. As seen in Figure 2.3, all but two categories have between two and seven
of their types of vulnerabilities covered. The only outliers are the categories MASVS-
PLATFORM, which has a total of 16 out of 22 vulnerabilities implemented, and MASV'S-
PRIVACY, which has no vulnerabilities covered at all. This shows that vulnerabilities
are covered rather evenly across the 8 categories, regardless of the number of vulnerabil-
ities each category has to offer, which explains the large differences in percentage-wise
coverage seen in the previous Figure 2.2. This does not mean that the coverage of the
different MASVS categories is proportional, as larger categories should have a larger
group of vulnerabilities implemented than smaller ones when viewed in absolute num-
bers. This further reinforces the fact that the vulnerability categories are not covered

evenly.
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Figure 2.2.: Relative coverage of MASVS categories

The remarkably high coverage of MASVS-PLATFORM vulnerabilities coincides with
the findings shown in Figure 2.2; not only are 5 of the 10 most frequently covered
vulnerability types part of MASVS-PLATFORM, but the category itself is also the
most broadly implemented category when compared to the others. The complete lack
of coverage of MASVS-Privacy vulnerabilities can in part be accounted for by the fact
that the category itself is newer than the other seven, having been introduced in MASVS
version 2.1.0 [24].

Nevertheless, it can be concluded that the categories are unevenly covered, with
MASVS-PLATFORM receiving a great deal more attention than the other categories,
and MASVS-PRIVACY receiving none. The coverage of many categories in these
MASTG reference apps is lacking, with only 21.1% and 10% of all MASVS-CRYPTO
and MASVS-AUTH vulnerabilities being covered, respectively. This stands in stark con-
trast to the amount of material provided on them by the OWASP MAS project. They
represent a large part of the mobile security that OWASP deals with, considering they
make up a third (39/117) of all vulnerabilities documented by the MASWE and tested
for by the MASTG.

The reference apps we develop aim to solve this issue by focusing on vulnerability
types that have not been implemented in existing MASTG reference apps, as well as
by shifting the focus from over-represented categories such as MASVS-PLATFORM to
more neglected ones, such as MASVS-CRYPTO and MASVS-AUTH.
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Figure 2.3.: Absolute coverage of MASVS categories

2.2. Literature Review: Academic Relevance of OWASP
MASTG

The OWASP MASTG is the industry standard for mobile app security. But what
relevance does it have in the academic world, and what exactly is it used for? To answer
these questions, a literature review was conducted to evaluate academic publications on
their usage of the OWASP MASTG, as well as other parts of the OWASP MAS project.

This literature review was conducted by searching for relevant papers that include
and deal with the keywords "OWASP" and "MASTG" on Google Scholar. Only papers
written in FEnglish were considered. Furthermore, all evaluated papers have been pub-
lished in the last three years, with no paper having been published prior to 2023. The
top 22 papers matching these criteria have been carefully read, with seven of them dis-
carded because their research focus did not match our defined scope. This left 15 papers
[1, 25-38], which were then evaluated for their usage of OWASP MASTG and grouped
by similarity.

Of the 15 papers evaluated, eight [1, 25-28, 30, 33, 34] used OWASP MASTG to
evaluate real-world Android apps based on whether they adhere to the security stan-
dard set by OWASP MASVS. Six papers [1, 25-28, 30] mapped Android app security
vulnerabilities to the OWASP MASVS. Three papers [26, 27, 29] made use of the pene-
tration testing guide, as laid out by OWASP MASTG, in order to conduct penetration
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tests on Android apps. Three papers [32, 35, 38] used the MASTG reference apps by
evaluating vulnerability assessment tools on them in order to verify their accuracy in
finding such vulnerabilities. Two of these papers [35, 38] then compared their findings
to results found when conducting the same tests on real-world apps. Lastly, four papers
[31, 36-38] mentioned the OWASP MASTG in discussion. This was done either by the
authors, comparing the OWASP mobile project to other Mobile Security Frameworks,
or by interviewees, as a tool used. An overview of the different papers and how they
made use of the OWASP MAS project can be seen in Table 2.3.

Table 2.3.: Overview of how scientific papers make use of the OWASP MAS project

OWASP MAS usage by scientific papers

Paper Evaluating | Vulnerability| Penetration | Reference In Discus-
real-world mapping testing apps sion
apps guide

1 1] v v

2 [25] v v

3 [26] v v v

4 [27] v v v

5 [28] v v

6 [29] v

7 [30] v v

8 [31] v

9 [32] v

10 [33] v

11 [34] v

12 [35] v

13 [36] v

14 [37] v

15 [38] v v

Cryptographic Security Shortcomings in African Mobile Financial Applications

Chiboora et al. [30] used the OWASP MASTG and the MASVS to evaluate the mobile
security of 18 Android apps belonging to different African financial institutions. They
chose MASVS as a testing framework because of its focus on being a guide and checklist
for evaluating the security of mobile applications. They applied the strictest level of
MASVS, L2, and focused solely on unauthenticated client-side testing, following the
black-box testing approach. They did not implement all MASVS tests. Nevertheless,
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their findings in terms of security shortcomings are quite damning. All 18 apps allowed
the taking of screenshots of sensitive data. 14 of the apps used outdated and thus
insecure cryptographic protocols such as MD5, SHA-1, and DES. 10 apps used security
libraries that are outdated and known to have vulnerabilities. Furthermore, eight apps
were using insecure random number generation for their cryptographic protocols, and
five apps had no certificate pinning. This shows a clear and dramatic shortcoming in
terms of cryptographic mobile security. All of the shortcomings mentioned above are
well documented by the OWASP MASWE, tested for by the MASTG, and are part of
the security controls of the MASVS. This shows that the OWASP MAS project has a
great use case in the real world, and is far from being outdated or redundant. In a
survey conducted by the authors of this study, 78% of respondents said they avoided
implementing security measures due to a lack of expertise and knowledge about mobile
security. We aim to increase the coverage of MASVS-CRYPTO vulnerabilities through
our intentionally vulnerable reference apps. This addresses an important shortcoming
in the current landscape of available MASTG reference apps, which do not cover the
MASVS-CRYPTO category sufficiently. This decision concurs with the issues found
and discussed in this paper by enabling mobile developers to deepen their expertise and

knowledge of cryptographic vulnerabilities in a hands-on way.

Lack of Basis for Mutation Testing in Android Application Security

Vasconcelos et al. [32] explored Mutation Testing as an approach for Android app se-
curity testing. The authors used the OWASP Top 10 Mobile Risks to assess common
Android security vulnerabilities and created mutation operators based on these vulner-
abilities. They then performed security tests on the mutants generated by the mutation
operators, in the hope that these mutants would be detected as vulnerabilities. They
applied this procedure to 10 Android reference apps from the MASTG reference app
catalog. They found that four of the eight generated mutant operators were not rep-
resented among the mutants at all, while two other were heavily overrepresented. To
be more specific, all three tapjacking vulnerability mutant operators and the "Implicit-
PendingIntent" operator have no representation in the apps, whereas "ImproperExport"
and "HardcodedSecret" are both heavily overrepresented. This corroborates our own
findings upon analyzing the implemented vulnerabilities in the reference apps. Only
one of the 163 vulnerabilities implemented by the MASTG reference apps deals with
tapjacking attacks. The same applies to implicit pending intents. On the contrary, eight

vulnerabilities deal with hard-coded secrets. Because of uneven distribution of imple-
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mented vulnerabilities, some mutants are generated more frequently than others. This
shows that the large number of MASWE vulnerability types that go without a practical
implementation in the reference apps affects the academic world as well. By focusing on
these vulnerabilities for the development of our reference apps, we aim to address this

issue.

Security Shortcomings in the American mHealth Sector

Stevenson and Das [34] used the OWASP Mobile Audit to evaluate 95 real-world apps
that are part of the mobile health sector in the USA. The OWASP Mobile Audit is an
OWASP project that applies SAST aligned with the MASTG to detect mobile security
vulnerabilities. The findings were quite devastating. These apps dealing with sensitive
user health data had, on average, around 9,000 vulnerabilities, with two thirds of them
being of medium to critical severity. Around half of the evaluated apps transmit data
containing personal health information with no encryption over HT'TP, or make use of
heavily outdated cryptographic algorithms. Furthermore, they found 2,252 instances
of unnecessarily exported broadcast receivers and 1,232 cases of exported permissions
without defined protection levels.

This paper underlines the significant shortcomings of apps in the cryptographic sector
of mobile security, even when it comes to sensitive user data. All of the found vulnera-
bilities are well documented by the MASWE, and would not exist anymore if developers
followed the standards laid out by the OWASP MAS project. The authors conclude that
the overall lack of security measures implemented is further worsened by the fact that
the developers follow insecure coding practices. The authors specifically recommend the
OWASP MASVS as the security standard that mobile developers should adopt. This
paper emphasizes the real-world importance of the OWASP MASVS, the MASTG, and
the related reference apps. Many of the vulnerabilities detected by the OWASP Mobile
Audit deal with cryptographic issues, which is a MASVS category with very limited cov-
erage by existing MASTG reference apps. The reference apps we develop aim to address
this issue by focusing on vulnerabilities documented in MASVS-CRYPTO.

Security Assessment for Digital Wallet Applications

Saifulhakim and Fajar [25] made use of the OWASP MASTG and MASVS to assess the
security standards of a digital wallet payment partner mobile app. The authors applied
both dynamic (DAST) and static (SAST) application security testing. They mapped the
found vulnerabilities to the MASWE and used the OWASP Risk Rating Methodology
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to assess the security risks of the detected vulnerabilities. They identified vulnerabilities
using both the static and dynamic approach. The paper found that of the 84 MASVS
verification points, 68 were met, 10 were deemed not applicable, and six failed due to
vulnerabilities found. The authors referenced multiple papers and articles demonstrating
that the OWASP MAS project presents a viable solution for security assessment. They
note that financial transaction apps are particularly common to have a high vulnerability
rate, and that insecure data storage occurs more frequently than other vulnerabilities
types.

This paper shows that MASTG reference apps should include both dynamic and static
vulnerabilities if they desire to mimic real-world app vulnerabilities. It goes on to dis-
cuss the high frequency in which storage vulnerabilities occur. The reference apps we
develop build on these findings by including both static and dynamic vulnerabilities.
Our reference apps aim to implement MASWE vulnerabilities related to storage. By

doing so, our apps reflect vulnerabilities as they are found in real-world apps.

Hardening Techniques in Mobile Applications

The OWASP MASVS advises mobile app developers to implement so called hardening
techniques. They serve as a layer of device protection by preventing tampering with
the device and detecting jailbreaks. Steinbock et al. [38] investigated the extent to
which real-world apps adhere to the MASVS and implement such hardening techniques.
To do so, they created HALY, a framework that allows for static as well as dynamic
analysis of the adoption of hardening techniques in mobile apps. They discuss how
MASVS-RESILIENCE specifies multiple hardening techniques that apps should imple-
ment as to conform to modern security standards. They used the MASVS as a base
of operations since the MASVS is the standard used for Android apps that opt into
Google Play’s independent security review process [38]. This shows the importance of
the recommendations and practices laid out in the standards established by the OWASP
MAS project. Their framework HALY is built to detect vulnerabilities in three of the
four categories defined by MASVS-RESILIENCE. The authors validated the accuracy
of their framework by testing it on seven open source apps, including four Android and
two i10S OWASP reference apps. They proceeded to use their framework to evaluate
2,646 apps, both available on Android and iOS, for their use of hardening techniques.
Their findings show that i0OS apps heavily under-perform when it comes to implement-
ing hardening techniques, as opposed to apps on Android devices. Of the 2,646 apps
evaluated, about 75% of Android and 25% of iOS apps implement more than half of the
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protection techniques recommended by MASVS-RESILIENCE. Only 26 Android apps
adopt all eight, while only one iOS app adopts all seven. This paper shows the real-world
importance of the MASVS through its role as the standard used in Google Play’s data
safety section. It displays the merit of the MASTG reference apps and the MASVS to
the academic world as a basis on which to conduct important research. Their findings
show that there are still many mobile apps that do not follow the security best practices
defined by OWASP. The MASTG reference apps we develop provide a basis on which
future academic work similar to this paper can build on. They furthermore serve as an
example from which mobile developers can learn to improve the security standards of

mobile apps used globally.



3. Background

This chapter briefly covers the most important Android concepts and components that
are relevant to this thesis. Cryptographic algorithms and related topics are deliberately

excluded, as they lie outside the scope of our work.

3.1. Android Internals

Core Android Components

Android Activities [39] are the entry point for an Android app’s interaction with the
user. Android apps are also launched from an activity with special privileges that is
called a launcher activity. An activity provides the screen in which the app displays
its User Interface (UI). An app needs to have an activity for each screen it wants to
display. Activities call each other in order to perform the different actions that the app
provides. For an app with login functionality, this might include a main activity which
is the starting point of the app, a registration activity, a login activity and a profile
activity.

An Android Service [40] is an Android application component designed for long run-
ning background processes. In contrast to activities, services do not provide any form of
UI. When a service runs in the foreground, it means that they execute a process notice-
able to the user, such as playing an audio. Otherwise they run in the background where
the user won’t notice them, for example when dealing with app storage management.

Content providers [41] are the standard Android interface used by an app to access
data stored by itself or other apps on the device. They can be used to grant other
apps permissions to certain files while keeping others inaccessible. Content providers
encapsulate data and allow the app to specify which app has which permissions on
which files and directories. This way, other apps cannot directly access and meddle with
data stored internally within an app, and have to use the proper and app-defined way
of requesting file permissions.

The AndroidManifest.xml [42] is the heart of every Android mobile application, and

every app is required to have one. It has many functions, one of which is declaring all

17
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components that are part of the app. This includes all activities, services, and content
providers. It defines the permissions other apps need to access the components of the
app. The Android manifest goes on to define the app’s settings on concepts such as

backup-creation and whether the app is debuggable or not.

Inter-Component Communication (ICC)

Intents [43] are the standard way for the components of an Android app to communicate
with one another. Activities make use of intents to call one another, as well as for starting
services.

URIs [44], short for Uniform Resource Identifiers, are strings in Android used to iden-
tify resources such as images, files, or data shared by content providers. They share
similarities with common file paths but can be used to reference a wider range of differ-
ent resources. The Android system enforces URI permissions that control who can read
which resources. When a content provider gives an entity permission to read a certain

file, it does so by returning the designated content URI.

Data Storage

SharedPreferences [45] is an Android specific API that allows apps to store data per-
sistently across user sessions. It is designed for storing small amounts of data in a
dictionary-like key-value format. The data placed in SharedPreferences is stored in
the app’s private directory on internal storage.

KeyStores are a system designed for safely storing cryptographic keys, making them
hard to extract but easy to use. Once a key is stored within a keystore, it can be used
for cryptographic operations, but is hard if not impossible to extract. Modern keystores
such as the Android Keystore system [46] allow apps to clearly define what the key
can and cannot do, as well as under what circumstances it can be used and what user
authentication is required to do so. It is the modern and secure Android way of storing
and managing cryptographic keys.

Application Sandbox [47] is an Android security mechanism that isolates all apps
from the system and from other apps. Through this, each app has its own dedicated
storage area and runs in its own process. It prevents malicious apps from directly reading
or modifying data from other apps. This mechanism is enforced at the operating system
level. To access the storage of another app’s sandbox or system components such as the

camera or location, an app has to request the appropriate permissions. This design forces
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apps to communicate with one another through controlled channels, such as Intents or

Content providers.

3.2. OWASP MAS

The OWASP Mobile Application Security (MAS) project [48] aims to represent the in-
dustry standard for mobile application security. It comprises three main components.
The OWASP Mobile Application Security Verification Standard (MASVS) [49] defines
the security measures a mobile app should have. It provides mobile developers with a
security standard to adhere to for security best practices. The OWASP Mobile Applica-
tion Security Weakness Enumeration (MASWE) [23] lists and discusses a wide range of
mobile security vulnerabilities. This includes knowledge on how they can be introduced
and how they can be avoided. The OWASP Mobile Application Security Testing Guide
(MASTG) [50] is an industry standard manual for testing and evaluating the security
of mobile apps. The MASVS lays out the requirements a mobile app has to fulfill for
industry-standard security practices, the MASTG defines how these requirements can be
tested, and the MASWE describes the vulnerabilities found through this testing process.

Part of the MASTG is a dataset of intentionally vulnerable applications that are
hosted by OWASP MAS [2]. These apps serve as educational reference material for the
MASTG.






4. Design

In terms of designing our apps, here we cover the system architecture, the frameworks,
and the technologies used. Furthermore, the selection process of the implemented vul-
nerabilities is explained. We cover the rationale behind our decisions and the reasons

why other approaches were considered but ultimately not chosen.

4.1. System Architecture

4.1.1. System Architecture Overview

A modular, multi-app system architecture is used for the overarching structure of this
Android project. The implemented MASWE vulnerabilities are grouped by their re-
spective MASVS categories. This means that all implemented vulnerabilities of the
category MASVS-STORAGE are part of the same module masvs_storage, whereas the
vulnerabilities from the MASVS-CRYPTO category make up their own masvs_crypto
module.

Each module is its own Gradle module, with its own AndroidManifest.xml, activ-
ities, services, backup rules, and launcher activity. The advantage of this is a clean
and structured separation of the different implementations by category. With our de-
sign, the categories are each their own Android app, and can be used and tested in-
dependently of one another. Another advantage is that vulnerabilities affecting the
AndroidManifest.xml are contained within their category instead of impacting all vul-
nerabilities. Without this, a MASVS-PLATFORM vulnerability that sets the app to
debuggable in the AndroidManifest.xml would result in all vulnerabilities having to
include this debuggable vulnerability.

We use a shared-library approach to minimize the amount of redundant code. This
means that all independent MASVS app modules make use of the same common Android
library module, which has a res folder containing the resource values shared by all apps.
This includes values regarding spacing, strings, font sizes, and color values. The common

library module also includes layouts shared by all apps, and abstract activity templates,
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which are discussed in Subsection 4.1.3. A high-level diagram of this system architecture

is shown in Figure 4.1.
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Figure 4.1.: High-level view of the Android apps system architecture

4.1.2. Feature-Oriented Structure Based on OWASP MASVS

Each app module is structured as follows. The launcher activity functions as the overview

and hub from which all implemented vulnerabilities of the respective category can be

selected. The vulnerabilities themselves are grouped into separate packages. These pack-

ages include all activities, services, and other files that are part of the vulnerability’s code.

Every vulnerability has a main activity that serves as the vulnerability’s starting point.

Furthermore, every package has a RegisterActivity. java, LoginActivity. java, and

ProfileActivity. java that are used for user registration and login. This architecture

is extended with other files depending on the vulnerability and its implementation, such

as EncryptionHandler. java, which deals with cryptographic services.

model of this structure can be seen in Figure 4.2.

A high-level
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This architecture further reinforces the clean separation and structure of the Android
project. We package and isolate the code for each vulnerability’s implementation and
group the vulnerabilities themselves by their respective categories. This creates a clear
and intuitive overview of which vulnerabilities have been implemented and where their
code can be found. It allows for the isolated implementation, analysis, and testing of

each vulnerability. This benefits both the development process and the usability of the
apps.

apps\
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@ RegisterActivity
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(©)profileActivity (©) LoginActivity | (©) MainActivity0001

maswe_0002 \ © storage_menu

(©) RegisterActivity (©) MainActivity0002 <]
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Figure 4.2.: High-level model of the feature oriented project structure

4.1.3. Template-Based Activity Architecture

We make use of custom templates to significantly reduce the amount of boilerplate
code. All of our vulnerability implementations require a starting activity, as well as a
registration, login, and profile activity. Between the different vulnerabilities, these might
differ in code logic but are almost all identical in layout. Because of this, the common
library module includes layout templates for all four of them. These are fitted with
uniform styling, as well as the basic navigation buttons and user input fields expected
of them.
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In terms of code logic, the activities themselves share a lot of similarities and thus
share boilerplate code as well. For example, many of the MASVS-CRYPTO vulnera-
bilities differ in the concrete implementation of cryptographic operations but are other-
wise identical to each other, as well as to vulnerabilities of other categories. To make
use of these shared pieces of logic and remove redundant code, the common module in-
cludes three abstract activity templates that all activities make use of. The first is
BaseActivityTemplate. java, which all activities use, and the other two templates
build on. The other two activity templates used are BaseRegisterActivity. java and
BaseLoginActivity.java. The way this inheritance hierarchy works is shown in the

high-level model seen in Figure 4.3.
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© «Activity» «Activity»
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Figure 4.3.: High-level model of the inheritance templating approach used for the project

Base Activity Template

This template removes redundant code by implementing the functionalities shared by
all activities in our Android project. A flow diagram of it can be seen in Figure 4.4. It
provides the hook method getScreenTitle() that can be used by inheriting activity
subclasses to set the screen title of the activity. It also provides methods for adding

navigation buttons and mapping them to the activity classes that they link to.

Base Register Activity

BaseRegisterActivity. java builds upon BaseActivityTemplate. java and extends it
with the registration code logic shared by all vulnerability implementations. This logic
consists of handling and sanitizing user inputs, optionally encrypting the user pass-
word, and saving the newly registered user credentials in JSON format in a designated

SharedPreferences file. A flow diagram of this template can be seen in Figure 4.5.
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Any inheriting registration activity only needs to implement the abstract getters for
the concrete layout ID and UI buttons. All other code is handled by the abstract class.
The advantage of this is clear, as it greatly reduces the amount of boilerplate code. The
template provides two different hooks. The first hook method, encryptPassword(), al-
lows the inheriting registration activity to add custom encryption to the user credentials
before storing them. This hook is where different MASVS-CRYPTO vulnerabilities in-
troduce their vulnerable encryption methods. The second hook method, onRegister(),

allows for custom post-registration behavior and logic.

Base Login Activity

BaseLoginActivity. java builds upon BaseActivityTemplate.java in a similar fash-
ion to BaseRegisterActivity. java, as shown in Figure 4.6. It requires the inheriting
activity class to set the same getters as the registration activity template, which are
specific to each login activity implementation. The template sets up the activity and
its Ul elements, sanitizes user input, and loads stored user credentials. It proceeds to
optionally decrypt the stored credentials before comparing them to the user input. The
user is then directed to the specified target activity if the login attempt is successful.

It provides five different hook methods. getCredentialFileName() allows the inher-
iting login activity classes to specify the path to the file containing the user credentials,
and hooking into decryptPassword() enables login activities to add custom decryption
for the stored credentials. The subclasses can furthermore use the verifyPassword()
hook method to customize how the password verification process looks like and use
the onLoginFailure() hook to specify what the activity should do upon a failed login
attempt.

4.2. Frameworks and Technologies

The apps are developed using native Android development in Java 11 and targeting API
level 35, which translates to Android 15. The reason behind aiming for such a high API
is that many of the existing MASTG reference apps suffer from being outdated, having
not received any updates or maintenance in years. Because the OWASP MAS project
is constantly evolving alongside the Android ecosystem, it would not make much sense
to develop apps for an older Android version than the one the standard is based on,
since the apps are supposed to be a reference resource for the standard. This ensures

that the apps do not include vulnerabilities and technologies that are no longer relevant
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or have been removed in modern Android (and consequently in modern OWASP MAS)
versions. The project uses Gradle with Kotlin DSL as its build automation tool. The
core frameworks include the Android Framework, various APIs for cryptography, and

AndroidX for backward compatibility.

Android Framework

We use Activities and Services for Ul logic and background processing. By default,
user credentials are stored within SharedPreferences files. This is a simple and native
Android way to persistently store data. Intents are used for communication between our
different components, such as Activities and Services. The Android Keystore provides a

modern, safe, and simple way to store and use cryptographic keys.

APIs for Cryptography

For cryptographic algorithms and operations, we use both Java Cryptography Archi-
tecture (JCA) and Android-specific cryptography APIs. JCA is used as a less secure
alternative to Android-specific APIs, which is useful for designing security vulnerabilities.
Besides operations such as key generation, encryption, and signature, JCA is also useful
for implementing cryptographic features deemed deprecated and insecure by Android-
specific APIs, such as older KeyStores. The Android-specific APIs include, for exam-
ple, the Android Keystore System (android.security.keystore.*) for a hardware-
backed, native Android approach of managing cryptographic keys, and the Base64 API
(android.util.Base64) for encoding keys.

AndroidX Libraries

The project makes use of AndroidX libraries to ensure the backward compatibility of our
apps with older Android versions. This is especially relevant since the apps are based on
Android 15, a relatively new Android version. We use AppCompat (androidx.appcompat)
for backward-compatible UI elements, and all Activities extend AppCompatActivity to
ensure our apps behave consistently and as intended across different Android API levels,

especially the older ones.

4.3. Vulnerability Selection Process

At the time of writing, there are 117 vulnerabilities documented by OWASP MASWE;,
with two of them classified as deprecated [23].
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Of these 115 viable vulnerabilities, we decided to focus on those that have received little
to no coverage in existing MASTG reference apps. Another approach would have been
to add more variations of vulnerability types already covered by other apps. This can
add value to the existing reference app dataset as well, but only if these variations differ
sufficiently from existing implementations. By focusing on vulnerabilities with little to
no previous coverage, we ensure that the vulnerabilities implemented in our apps are
unique. This way, they add to both the educational value of the MASTG reference apps
and the usefulness of the reference apps for benchmarking mobile application security
testing tools.

We decided to work on one category at a time. It appeared sensible for both educa-
tional and tool testing reasons to focus on having a few categories covered completely.
The alternative would have been to touch on many categories, but only doing so to a
limited extent. It is important to keep in mind that we design the MASVS categories to
be separate apps that can be run, analyzed, and tested as independent units. For this
purpose, it seems useful to have a small number of apps that are substantial in size and
content, instead of many apps that provide little value individually.

In terms of which categories to start with, we decided to first focus on MASVS-
STORAGE. With only six storage vulnerabilities described by the MASWE, it has the
smallest number of vulnerabilities to implement, making it a good starting place. Our
Literature Review (Section 2.2) showed the prominence of storage vulnerabilities in real-
world apps [25], which underscores the importance of this category. MASVS-STORAGE
exclusively deals with Android-native features. This creates a useful environment for
becoming more familiar with the Android ecosystem and its functionalities.

Afterwards, we shift our focus to the categories that best fit our system architecture
and existing implementations, which have a large number of vulnerabilities with little
to no prior coverage by other apps. Because of these criteria, we decided to implement
MASVS-CRYPTO next, as it fits nicely into our template approach without needing
many adjustments to the code of our project. The category has the second largest number
of vulnerability types without implementations, with only 4 of 19 possible MASVS-
CRYPTO vulnerabilities having received previous coverage. Furthermore, cryptographic
vulnerabilities were discussed by multiple papers [30, 34] included in our Literature

Review as points of concern and focus.
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5. Implementation

This chapter describes the concrete technical implementations of the selected MASWE
vulnerability types. For each implementation, only code excerpts and architectural ideas
relevant to the vulnerability are discussed instead of showing and going over the complete
source code. Code that is not relevant to the vulnerability is omitted and indicated as
such. The complete source code is available on our GitHub repository [51]. The chapter
is structured according to the MASVS categories, and the vulnerabilities are sorted in

the same way as done by OWASP MASWE.

5.1. MASVS-STORAGE

5.1.1. MASWE-0001: Logging Sensitive Data

OWASP MASWE Name Insertion of Sensitive Data into Logs
Key Topics App Logs, System Logs

Key Components RegisterActivity.java
Programming Languages Java

Table 5.1.: Overview of our MASWE-0001 implementation

To implement this vulnerability, we made use of the onRegister hook to call two meth-
ods whenever a new user registers. The first method writes the user credentials to system
logs, while the second writes them to app logs, as shown in Listing 5.1.

@0verride

protected void onRegister(String email, String password) {

userDataToSystemLogs (email, password) ;
userDataToAppLogs (email, password);

Listing 5.1: User registration hook invoking logging of sensitive credentials

31
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For system logs, we make use of the command-line tool logcat, as shown in Listing 5.2.

private void userDataToSystemLogs(String email, String password){
Log.d(LOG_TAG, "New User registered");
Log.d(LOG_TAG, "User E-Mail: "+ email);
Log.d(LOG_TAG, "User Password: " + password);

Listing 5.2: Writing user credentials to system logs using logcat

Listing 5.3 shows the second method. It takes the user credentials and writes them to

the app’s internal file system, which is part of its app logs.

private void userDataToAppLogs(String email, String password){
try {
File logFile = new File(getFilesDir(), CREDENTIALS_FILE_NAME + ".txt");
FileWriter writer = new FileWriter(logFile, true) ;
writer.append("Login - Username: ")
.append (email)
.append(", Password: ")
.append (password)
.append("\n");
writer.close();
Log.d(LOG_TAG, "Logged credentials to app logs");
} catch (IOException e) {
Log.e(LOG_TAG, "Error writing to log file: " + e.getMessage());

Listing 5.3: Writing user credentials to application log files

5.1.2. MASWE-0002: Insufficiently Protected Local Storage Data

OWASP MASWE Name Sensitive Data Stored With Insufficient Access
Restrictions in Internal Locations

Key Topics FileProvider, File Permissions

Key Components AndroidManifest.xml,

RegisterActivity. java

Programming Languages Java, XML

Table 5.2.: Overview of our MASWE-0002 implementation
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The challenge of implementing this vulnerability stemmed from the fact that global
file permissions have not been allowed by Android since Android 7.0 (API 24) [52].
For example, attempting to set the permissions of any file to world-writable or read-
able, as shown in Listing 5.4, will cause built-in Android security checks to throw a

SecurityException.

SharedPreferences sharedPreferences =
getSharedPreferences ("maswe_0002_user_credentials",
Context.MODE_WORLD_READABLE | Context.MODE_WORLD_WRITABLE) ;

Listing 5.4: Attempting to set permissions of a file to world read and writable

To still be able to implement this vulnerability, we made use of a custom FileProvider.
This FileProvider attempts to share access to the file containing user credentials with
anyone, without checking their permissions to do so. The relevant code for this is shown

in Listing 5.5.

<provider
android:name="androidx.core.content.FileProvider"
android:authorities="com.dkronig.masvs_storage.CustomFileProvider"
android:exported="false"
android:grantUriPermissions="true"
android:permission="" >
<meta-data
android:name="android.support.FILE_PROVIDER_PATHS"
android:resource="0xml/file_paths" />
</provider>

Listing 5.5: Custom FileProvider that grants Uri permissions without checking access
permissions

This FileProvider is called every time a new user registers by hooking into the
onRegister method. We first create a new Uri for accessing the file storing the user
credentials. It then creates a new Intent for sharing, attaches the file in plaintext,
and prompts the user to share it with any app of their choosing. The calling of the
FileProvider is shown in Listing 5.6.

This approach is less dangerous than setting file permissions directly, as it makes the
user aware of the issue by directly prompting them to share the file. A breach of sensitive
user data can only occur if the user chooses to share the credentials with third parties.
We decided to settle on this approach since it did not appear feasible to implement this

vulnerability more directly on new Android versions.
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@0verride
protected void onRegister(String email, String password) {
Uri uri = FileProvider.getUriForFile(
this,
this.getPackageName() + ".CustomFileProvider",
new File(this.getFilesDir(), "maswe_0002_user_credentials.txt"));

Intent share = new Intent(Intent.ACTION_SEND);
share.setType("text/plain");
share.putExtra(Intent.EXTRA_STREAM, uri);

share.addFlags (Intent.FLAG_GRANT_READ_URI_PERMISSION) ;
startActivity(Intent.createChooser(share, "Share file via"));

}

Listing 5.6: Prompting the user to share a plaintext file containing user credentials

5.1.3. MASWE-0003: Unencrypted Backup

OWASP MASWE Name Backup Unencrypted

Key Topics Backup Device Conditions and Backup Device
Flags

Key Components backup_rules.xml

Programming Languages XML

Table 5.3.: Overview of our MASWE-0003 implementation

Android does not enforce any encryption of backups made by Android applications. In-
stead, it checks whether the backup is encrypted and only proceeds with the backup
process if this is the case. To counter this and implement the vulnerability, we specif-
ically set the flag shown in Listing 5.7 to false. This ensures that Android does not
hinder the backup from happening, allowing us to back up sensitive user data in plain-
text. Part of the backup is the entire SharedPreferences directory, which includes
maswe_0003_user_credentials.xml. This file contains the login credentials of every-

one who used the RegisterActivity. java of this vulnerability.

<cloud-backup disableIfNoEncryptionCapabilities="false">
<include domain="sharedpref" path="."/>
</cloud-backup>

Listing 5.7: Backup rules for maswe_0003
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We further ensured that client side encryption of the backup is not enforced by exclud-
ing the flag <... requireFlags="clientSideEncryption"/> for each include statement.

This is done for both the cloud backup and device-to-device transfer.

5.1.4. MASWE-0004: Sensitive Data in Backup

OWASP MASWE Name Sensitive Data Not Excluded From Backup
Key Topics Cloud Backup Flags, Device-Transfer

Key Components backup_rules.xml

Programming Languages XML

Table 5.4.: Overview of our MASWE-0004 implementation

To ensure that user credentials are included in the backup, we explicitly include every
SharedPreferences file in which the user credentials are stored by all our apps by
default. This includes the file maswe_0004_user_credentials.xml, which includes the
user credentials of this vulnerability. We do this for both the cloud backup, as shown in

Listing 5.8, and for device-to-device transfer, as shown in Listing 5.9.

<cloud-backup disableIfNoEncryptionCapabilities="false">
<include domain="sharedpref" path="."/>
</cloud-backup>

Listing 5.8: Cloud backup rules for maswe_0004

<device-transfer>
<include domain="sharedpref" path="."/>
</device-transfer>

Listing 5.9: Device-to-device transfer rules for maswe_0004
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5.1.5. MASWE-0006: Insufficiently Encrypted Private Storage Data

OWASP MASWE Name Sensitive Data Stored Unencrypted in Private
Storage Locations

Key Topics Hard-coded Encryption Key, Broken Outdated
Encryption (DES), Encryption Key Stored on
Filesystem

Key Components EncryptionHandler. java

Programming Languages Java

Table 5.5.: Overview of our MASWE-0006 implementation

For this vulnerability, we used a hard-coded key that is stored in the same file where it
is used. This is used in combination with DES (Data Encryption Standard), which is
considered a broken and outdated encryption algorithm. This is shown in Listing 5.10.
We then use this weak encryption on user credentials upon registration and save this

sensitive data in SharedPreferences, as shown in Listing 5.11.

| public class EncryptionHandler {

2 private static final String ENCRYPTION_KEY = "EncryptK";

3 private static final String ALGORITHM = "DES/ECB/PKCS5Padding";
private static final String KEY_ALGORITHM = "DES";

6 // ... omitted ...
7}

Listing 5.10: Setting up hard-coded encryption key and DES for cryptographic operations

1 public String encryptData(String plaintext) throws Exception {
2 SecretKeySpec keySpec = createKeySpec();
Cipher cipher = Cipher.getInstance (ALGORITHM) ;
! cipher.init(Cipher.ENCRYPT_MODE, keySpec);

6 // ... omitted ...

Listing 5.11: Using DES and a hard-coded encryption key for weak encryption
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5.1.6. MASWE-0007: Unencrypted Shared Storage Data

OWASP MASWE Name Sensitive Data Stored Unencrypted in Shared
Storage Requiring No User Interaction

Key Topics MediaStore, Unencrypted User Data, External
Storage

Key Components RegisterActivity. java

Programming Languages Java

Table 5.6.: Overview of our MASWE-0007 implementation

Writing to shared storage without user interaction has become increasingly difficult
in newer Android versions. However, it is still possible to do so using MediaStore.
MediaStore files are not part of the sandboxed app environment and are visible to all
other apps on the device. If the reading permissions are not set properly, other apps are
furthermore able to read the MediaStore files without restrictions.

To implement this vulnerability, we first create a new MediaStore entry to store future
user credentials in, as shown in Listing 5.12. We then write user credentials to this entry

whenever a new user registers.

private void createMediaStoreEntry(){
ContentValues values = new ContentValues();
values.put(MediaStore.MediaColumns.DISPLAY_NAME, FILENAME);
values.put (MediaStore.MediaColumns.MIME_TYPE, "text/plain");
values.put (MediaStore.MediaColumns.RELATIVE_PATH,
Environment .DIRECTORY_DOCUMENTS) ;

fileUri = getContentResolver().insert(MediaStore.Files.
getContentUri("external"), values);

3

private void writeToSharedStorage(String content) {
try (OutputStream out = getContentResolver().openOutputStream(fileUri)) {
assert out != null;
out.write(content.getBytes());
out.flush();
} catch (IOException e) {
e.printStackTrace();

}

Listing 5.12: Creating a MediaStore entry and writing user credentials to it
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5.2. MASVS-CRYPTO

5.2.1. MASWE-0009: Insecure Cryptographic Key Generation

OWASP MASWE Name Improper Cryptographic Key Generation

Key Topics Insufficient Entropy, Insufficient Key length,
Broken Encryption

Key Components EncryptionHandler. java

Programming Languages Java

Table 5.7.: Overview of our MASWE-0009 implementation

We implemented this vulnerability in three different ways. Generating the cryptographic
key used for encryption and decryption of user credentials is done using pseudo-random
numbers with very little randomness. The cryptographic key generated is of insufficient
length and is furthermore used with an encryption algorithm considered broken.

For generating our encryption key, we used a custom source of randomness. This is
shown in Listing 5.13. For creating the source of randomness, we used a very predictable
seed that is hard-coded into the EncryptionHandler. java file, which manages the entire
encryption process. For generating pseudo-random numbers from this seed, we then use
SHA1PRNG, which is extremely outdated.

private static final String ALGORITHM_PRNG = "SHA1PRNG";
private static final String KEY_SEED = "01234567";
private static final int DES_KEY_SIZE = 56;

private static SecretKey generateKey() throws Exception {
byte[] keySeed = KEY_SEED.getBytes(StandardCharsets.UTF_8);

SecureRandom random = SecureRandom.getInstance (ALGORITHM_PRNG) ;
random. setSeed (keySeed) ;

KeyGenerator keyGenerator = KeyGenerator.getInstance (ALGORITHM_DES) ;
keyGenerator.init (DES_KEY_SIZE, random);

return keyGenerator.generateKey() ;

}

Listing 5.13: Generating a DES key of short length using a weak pseudo-random number
source and a hard-coded seed
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This predictable source of pseudo-random numbers is then used to generate our cryp-
tographic key, as shown in the same Listing 5.13. For the cryptographic algorithm,
we chose DES (Data Encryption Standard), which is an old and broken cryptographic
algorithm. Broken here means that the encryption created by DES can be cracked by
modern devices, rendering it obsolete. In addition to this, the DES key length is set to
56 bits. This, together with our insufficiently random source of pseudo-random numbers,
poses a great threat to the functionality of the encryption used here, even if a modern

cryptographic algorithm had been chosen in place of DES.

5.2.2. MASWE-0010: Insecure Cryptographic Key Derivation

OWASP MASWE Name Improper Cryptographic Key Derivation

Key Topics PBKDF?2, AES, Insufficient Salting and Itera-
tions

Key Components EncryptionHandler. java

Programming Languages Java

Table 5.8.: Overview of our MASWE-0010 implementation

For this vulnerability, we decided to use Password-Based Key Derivation Function 2
(PBKDF?2) to derive an Advanced Encryption Standard (AES) key, which is then used
for encrypting and decrypting user credentials of the app. Both PBKDF2 and AES are
considered secure if used properly. Since this vulnerability is about improper derivation
of the cryptographic key, we focused on making the derivation process as exploitable
and vulnerable as possible.

The idea behind PBKDF?2 is to repeatedly hash a password into a strong cryptographic
key. Adding a salt, which is a random and unique value added to the initial password, and
repeating the hash process for a large number of iterations are required to make PBKDF2
cryptographically secure. For our PBKDF2 key derivation, we used a combination of
vulnerable parameters, as shown in Listing 5.14. We use only 10 hashing iterations,
whereas the recommended number of iterations for secure usage by OWASP since 2022
is 600,000 [53]. For the salt, we use a hard-coded, static 16 byte array of 0’s, making
the salting process useless. Combining this with the use of a weak, hard-coded password
for the hashing process means that the PBKDF2 key derivation implemented here is
completely insecure, making the AES key used for encrypting user credentials easily

retrievable by any attacker.
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private static final int ENCRYPTION_ITERATIONS = 10;

private static final int KEY_LENGTH = 128;

private static final byte[] SALT = new byte[16];

private static SecretKey secretKey;

private static final String PASSWORD_FOR_KEY_DERIVATION = "password";

private static SecretKey generateKey() throws Exception {

PBEKeySpec secretKeySpec = new PBEKeySpec(

PASSWORD_FOR_KEY_DERIVATION.toCharArray(),
SALT,

ENCRYPTION ITERATIONS,

KEY LENGTH) ;

SecretKeyFactory secretKeyFactory =

SecretKeyFactory.getInstance ("PBKDF2WithHmacSHA256") ;

byte[] keyBytes =

secretKeyFactory.generateSecret (secretKeySpec) .getEncoded() ;

SecretKey secretKey = new SecretKeySpec(keyBytes, "AES");

return secretKey;

}
Listing 5.14: Derivation of an AES key using PBKDF2
5.2.3. MASWE-0011: Missing Cryptographic Key Rotation
OWASP MASWE Name Cryptographic Key Rotation Not Implemented
Key Topics Long-lived key, BKS (Deprecated Keystore),
RSA
Key Components EncryptionHandler. java
Programming Languages Java

Table 5.9.: Overview of our MASWE-0011 implementation

This vulnerability is not about adding an insecure feature but instead leaving a security

feature

(key rotation) out. To make the vulnerability more interesting, we added some

additional security flaws to the implementation. The relevant code is shown in Listing

5.15. We use Rivest-Shamir-Adleman (RSA) for encrypting and decrypting user data.

Because there is no key rotation, the RSA key will never become invalid and will not

be replaced by a new and secure one. This means that if it ever falls into the hands of

attackers, they could decrypt user data at will for an indefinite amount of time.
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The additional security flaws consist of using the deprecated Bouncy Castle Keystore

(BKS) to store our RSA key. The issues of using BKS for storing and managing our key are

discussed at great length in the vulnerability implementation of Subsection 5.2.6, which

is about deprecated keystores. In short; our implementation of BKS allows attackers

to retrieve the private RSA key, which turns the theoretical security concern that the

missing key rotation poses into a practical and detrimental security problem.

private
private
private
private
private

static
static
static
static
static

final String RSA_KEY_ALIAS "maswe_0011_rsa_key";

final String KEYSTORE_FILE = "maswe_0011_keystore.bks";
final String KEYSTORE_PASSWORD = "Xk9$wR2!dF7pLq4Z";

final String KEY_PASSWORD = "S7v!Tz8#uK2qRj5M";

final String CIPHER_TRANSFORMATION = "RSA/ECB/PKCS1Padding";

public String encryptData(String plaintext) throws Exception {
Cipher cipher = Cipher.getInstance (CIPHER_TRANSFORMATION, "BC");
cipher.init(Cipher.ENCRYPT_MODE, getPublicKey());

byte[] encrypted = cipher.doFinal(plaintext

.getBytes(StandardCharsets.UTF_8)) ;

return Base64.encodeToString(encrypted, Base64.NO_WRAP);

}

private static PublicKey getPublicKey() throws Exception {
if (keyStore == null) throw new IllegalStateException("Keystore not

loaded");

return keyStore.getCertificate (RSA_KEY_ALIAS).getPublicKey();

Listing 5.15: Using BKS for RSA encryption with no key rotation
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5.2.4. MASWE-0012: Overloaded and Weak Cryptographic Key

OWASP MASWE Name Insecure or Wrong Usage of Cryptographic Key

Key Topics Overloaded Cryptographic Key, Broken Crypto-
graphic Algorithm

Key Components EncryptionHandler. java

Programming Languages Java

Table 5.10.: Overview of our MASWE-0012 implementation

We implemented this vulnerability by using the same cryptographic key for multiple
different purposes. These include the encryption and decryption of user credentials, as
well as signing and verifying messages. RSA was chosen as the cryptographic algorithm
because it relies on a long-lived key that typically remains valid and in use for an extended
duration. This makes it even worse if our overloaded key is compromised.

As shown in Listing 5.16, we ensured that only RSA is used for message digests
involved in the signing and verification process of signatures. Furthermore, RSA with
Public-Key Cryptography Standards #1 (PKCS#1) v1.5 padding is used for encrypting
and decrypting data. This makes the encryption vulnerable to oracle attacks, such as
the Bleichenbacher attack [54]. If this key were to fall into an attacker’s hands, the
attacker would be able to decrypt all existing user credentials and otherwise encrypted
data. The attacker could furthermore forge message signatures and feed malicious data

to the app.

private static void createAndStoreKey() throws Exception {
// ... omitted ...
KeyGenParameterSpec spec = new KeyGenParameterSpec.Builder (RSA_KEY_ALIAS,
KeyProperties.PURPOSE_SIGN |
KeyProperties.PURPOSE_VERIFY |
KeyProperties.PURPOSE_ENCRYPT |
KeyProperties.PURPOSE_DECRYPT)
.setDigests(KeyProperties.DIGEST_SHA1)
.setSignaturePaddings (KeyProperties.SIGNATURE_PADDING_RSA_PKCS1)
.setEncryptionPaddings (KeyProperties.ENCRYPTION_PADDING_RSA_PKCS1)
.setKeySize (2048)
.build Q) ;
// ... omitted ...
}

Listing 5.16: Creating an RSA key with multiple functionalities
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5.2.5. MASWE-0014: Cryptographic Key Unprotected at Rest

OWASP MASWE Name Cryptographic Keys Not Properly Protected at
Rest

Key Topics Lack of Encryption, SharedPreferences

Key Components EncryptionHandler. java

Programming Languages Java

Table 5.11.: Overview of our MASWE-0014 implementation

For this vulnerability, we chose to use a modern and safe cryptographic algorithm, but
we stored its key and initialization vector (IV) completely unencrypted in the device’s
SharedPreferences. This means that any attacker who has access to the device’s files
can retrieve the cryptographic key, making it completely unprotected at rest. Once the
key has been retrieved, the encryptions made using it become obsolete. The relevant

code for this is shown in Listing 5.17.

private static void storeKeyAndIV(Context context, String encodedKey, String
encodedIV){
sharedPreferences = context
.getApplicationContext ()
.getSharedPreferences (KEY_ALIAS, Context.MODE_PRIVATE);
SharedPreferences.Editor editor = sharedPreferences.edit();

editor.putString (ENCRYPTION_KEY, encodedKey) ;
editor.putString(IV, encodedIV);
editor.apply(Q);

}

Listing 5.17: Storing cryptographic key and initialization vector unencrypted in Shared
Preferences
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5.2.6. MASWE-0015: Use of Deprecated Keystore

OWASP MASWE Name Deprecated Android KeyStore Implementations

Key Topics Bouncy Castle Keystore (BKS), Bouncy Castle
Provider (BC), Filebased Keystore

Key Components EncryptionHandler. java

Programming Languages Java

Table 5.12.: Overview of our MASWE-0015 implementation

Our implementation of this vulnerability makes use of the BKS and the Bouncy Castle
Provider (BC) for storing and managing the RSA key used for encrypting user credentials.

The relevant code for this is shown in Listing 5.18.

static {
if (Security.getProvider("BC") == null) {
Security.addProvider (new BouncyCastleProvider());
¥
}

public static void loadBksKeystore(Context context) throws Exception {
if (keyStore != null){
return;

}
keyStore = KeyStore.getInstance("BKS", "BC");

try(InputStream inputStream = context.getAssets().open(KEYSTORE_FILE)) {
keyStore.load(inputStream, KEYSTORE_PASSWORD.toCharArray());
}

Listing 5.18: Loading BC and using BKS for managing cryptographic keys

Android considers BKS to be a deprecated keystore. A significant issue with BKS
is that it is a file-based keystore, meaning that the keystore stores the keys in the
maswe_0015_keystore.bks file, which is bundled with the APK and is easily extractable.
Because of this, any attacker that downloads the app has a copy of the keystore.

The second part of this vulnerability consists of having both the keystore and the
private key password hard-coded into the EncryptionHandler. java file, as shown in

Listing 5.19. This means that an attacker who decompiles the APK has access to the
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file containing the private RSA encryption key used for encrypting user credentials,
the password KEYSTORE_PASSWORD needed for opening the keystore file, as well as the
KEY_PASSWORD needed for extracting the private RSA key. This makes it extremely easy

for an attacker to gain access to decrypted user credentials.

public class EncryptionHandler {
private static final String RSA_KEY_ALIAS = "maswe_0015_rsa_key";
private static final String SIGNING_ALGORITHM = "SHA1lwithRSA";
private static final String CIPHER_TRANSFORMATION = "RSA/ECB/PKCS1Padding";
private static final String KEYSTORE_FILE = "maswe_0015_keystore.bks";
private static final String KEYSTORE_PASSWORD = "Xk9$wR2!dF7pLqg4Z";
private static final String KEY_PASSWORD = "S7v!Tz8#uK2qRj5M";

// ... omitted ...
}

Listing 5.19: Hard-coded passwords for the keystore and private key stored in keystore

5.2.7. MASWE-0016: Unsanitized Imported Cryptographic Key

OWASP MASWE Name Unsafe Handling of Imported Cryptographic
Keys

Key Topics Key Import From  Untrusted Storage,
MediaStore, Missing Key Sanitization, RSA

Key Components EncryptionHandler. java

Programming Languages Java

Table 5.13.: Overview of our MASWE-0016 implementation

This implementation makes use of MediaStore Environment.DIRECTORY_DOCUMENTS
to store and retrieve a public RSA key. The issue with exporting and importing our
cryptographic key to and from MediaStore is that we did not add any access restrictions
on the MediaStore entry containing the key. Because of this, other apps with the
appropriate storage permissions have access to the keys placed here, enabling them
to read, modify, or replace our public RSA key with a key of their own. There is,
furthermore, a complete lack of identity and integrity checks conducted upon importing
the key for use. If an attacking party were to replace the public RSA key with a malicious
key of their own, it would be used for the future encryption of user credentials without

the app noticing. Any user credentials that are encrypted using the malicious public
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key can then be decrypted with the attacker’s private key. The app itself will start to
malfunction, as it is unable to properly decrypt and log in users with its now mismatched
private key.

The complete lack of sanitization and checks for the key’s integrity, identity, and
signature is what makes this attack possible. The import function that completely

neglects to safely handle the imported key is shown in Listing 5.20.

private static PublicKey importKey(Uri keyUri) throws Exception {
InputStream inputStream =
encryptionContext.getContentResolver () .openInputStream(keyUri) ;
byte[] keyBytes = readAllBytes(inputStream) ;

X509EncodedKeySpec spec = new X509EncodedKeySpec(keyBytes);
return KeyFactory.getInstance("RSA") .generatePublic(spec);
}

Listing 5.20: Importing a public RSA key from untrusted storage without sanitization

5.2.8. MASWE-0017: Unprotected Exported Cryptographic Key

OWASP MASWE Name Cryptographic Keys Not Properly Protected on
Export

Key Topics No Key-Wrapping, Key Import From Untrusted
Storage, MediaStore, RSA

Key Components EncryptionHandler. java

Programming Languages Java

Table 5.14.: Overview of our MASWE-0017 implementation

This vulnerability is the counterpart to the vulnerability discussed in the previous Sub-
section 5.2.7. Instead of improperly importing a public RSA key from the MediaStore
Environment.DIRECTORY_DOCUMENTS, which is an untrusted storage location that other
apps can have access to, we are now improperly exporting a public RSA key to it.

The public RSA key is exported in its raw format, as shown in Listing 5.21. By
implementing no key wrapping or integrity protection when exporting the key and not
verifying any signatures or authenticity when importing it, we allow attackers to replace
the public key with a malicious one of their own. This allows them to decrypt any user

data that they manage to gather, which poses a huge security liability.
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private PublicKey generateAndStorePublicKey() throws Exception {

}

PublicKey publicKey = getKeystorePublicKey();
byte[] keyBytes = publicKey.getEncoded();

ContentValues values = new ContentValues();
values.put(MediaStore.MediaColumns.DISPLAY_NAME, PUBLIC_KEY_FILENAME);
values.put (MediaStore.MediaColumns.MIME_TYPE, "application/octet-stream");
values.put(MediaStore.MediaColumns.RELATIVE_PATH,

Environment .DIRECTORY_DOCUMENTS) ;

Uri uri = encryptionContext.getContentResolver().insert(
MediaStore.Files.getContentUri("external"), values);

OutputStream outputStream =
encryptionContext.getContentResolver () .openOutputStream(uri);

outputStream.write(keyBytes) ;

outputStream.close();

return publicKey;

Listing 5.21: Exporting a public RSA key to untrusted storage without protecting it

5.2.9. MASWE-0018: Cryptographic Key Without Access Restrictions

OWASP MASWE Name Cryptographic Keys Access Not Restricted

Key Topics RSA, Key Accessible by Background Process,
Key Accessible by Locked Device, Key Accessi-
ble Without Authentication

Key Components EncryptionHandler. java

Programming Languages Java

Table 5.15.: Overview of our MASWE-0018 implementation

This vulnerability was challenging to implement due to Android security features that

cannot be overridden. An intuitive way to go about this is to remove any access-

restricting settings in the key generation parameters, as shown in Listing 5.22.

The issue is that this does not add a real security vulnerability to the app. Allowing

access to the key with the device locked does not create any issues; Android 7.0 intro-

duced the concept of File-Based Encryption (FBE), which partitions the device’s storage

into data that is available before and after booting. App data is, by default, stored in the
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partition that remains inaccessible until the device is fully unlocked. Because of this, an
attacker cannot access any of the app’s data, even if the key itself does not require the
device to be unlocked to function. The authentication flag set to false runs into similar
issues. It could pose a threat if the device were stolen while being unlocked. But in this
case, the flag becomes redundant, as the thief would have access to the app, its data,
and thus also the key, regardless of the flag. Disabling StrongBox does not create a real
vulnerability, since StrongBox only adds an additional layer of physical security that is

not necessary for the data storage to be considered secure.

private static void createAndStoreKeyPair() throws Exception{
// ... omitted ...

KeyGenParameterSpec spec = new KeyGenParameterSpec
// ... omitted ...
.setUserAuthenticationRequired(false)
.setUnlockedDeviceRequired(false)
.setIsStrongBoxBacked(false)
.setUserAuthenticationValidWhileOnBody (true)
.build();

keyPairGenerator.initialize(spec);
keyPairGenerator.generateKeyPair() ;

}

Listing 5.22: Removing any access-restricting settings from key generation parameters

One way to make this vulnerability a real threat is to move the app’s data to the
storage partition available before booting the device. This way, the key is usable, and
the user data is accessible even before the device is unlocked. A code example of this is
shown in Listing 5.23. This, together with the unlocked device and user authenticated
flags both set to false, could allow an attacker to use the app’s cryptographic key, as well
as its encryption and decryption methods on the app’s data, all without the app being

unlocked.

Context deContext = context.createDeviceProtectedStorageContext();

SharedPreferences dePrefs = deContext.getSharedPreferences("secrets",
MODE_PRIVATE) ;

dePrefs.edit () .putString("encrypted_password", encryptedData).apply(Q);

Listing 5.23: Storing encrypted user data in Device Encrypted (DE) storage
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5.2.10. MASWE-0019: Low-Level Cryptographic Operations

OWASP MASWE Name Risky Cryptography Implementations

Key Topics Non-Cryptographic Functions, XOR Encryp-
tion, Use of Low-Level Mathematical Opera-
tions

Key Components EncryptionHandler. java

Programming Languages Java

Table 5.16.: Overview of our MASWE-0019 implementation

This vulnerability has been implemented using low-level mathematical operations for the

encryption and decryption of user credentials instead of proper cryptographic operations.

We used a circular bit-shifting approach for encrypting and decrypting data, as shown
in Listing 5.24. For encryption, the string to be encrypted is converted into bytes. After
shifting all bytes to the left by 2 bytes, any bytes that are shifted out are added back
onto the right end. Afterward, the bytes are converted back to string format. The same

operation, in reverse, is used for decryption.

An attacker will quickly spot the extremely weak vulnerability used here upon decom-
piling the app’s APK. They can decrypt any user credentials by applying the decryption

operation found in the code to the user credentials stored in SharedPreferences.

public String encryptData(String plaintext) throws Exception {
byte[] textBytes = plaintext.getBytes();

for(int i = 0; i < textBytes.length; i++){
textBytes[i] = (byte) ((textBytes[i] << 2)
| ((textBytes[i] & O0xFF) >>> (6)));
}

return Base64.encodeToString(textBytes, Base64.DEFAULT) ;

Listing 5.24: Circular byte-shifting for low-level encryption of user data
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5.2.11. MASWE-0020: Insecure Encryption Using Base64

OWASP MASWE Name Improper Encryption

Key Topics Non-Cryptographic Operations, Base64 Encod-
ing

Key Components EncryptionHandler. java

Programming Languages Java

Table 5.17.: Overview of our MASWE-0020 implementation

We decided to use plain Base64 string encoding for our implementation of improper
encryption, as shown in Listing 5.25. The idea is to convert the plaintext string to bytes,
which are then converted back to string format using Base64 encoding. For decryption,
this process is simply reversed. An attacker will see the weak encryption used here upon
decompiling the APK, and be able to decrypt any user credentials that are stored in the
SharedPreferences file maswe_0020_user_credentials.xml with ease.

public String encryptData(String plaintext) throws Exception {

return Base64.encodeToString(plaintext.getBytes(), Base64.DEFAULT);
}

public String decryptData(String encrypted) throws Exception {
return new String(Base64.decode(encrypted, Base64.DEFAULT));
}

Listing 5.25: Base64 for encrypting and decrypting user credentials

5.2.12. MASWE-0021: Insecure Hashing Using SHA-1

OWASP MASWE Name Improper Hashing

Key Topics SHA-1, Broken Cryptographic Algorithm
Key Components EncryptionHandler. java

Programming Languages Java

Table 5.18.: Overview of our MASWE-0021 implementation

To implement this vulnerability, we used the Secure Hash Algorithm 1 (SHA-1) to hash

user credentials for user registration and login. The concrete implementation is shown
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in Listing 5.26. The idea is to hash the user’s password upon registration using SHA-1,
then hash the attempted password during login again using SHA-1 and compare it to
the existing password hashes. If there is a match of both the email and the hashed
password, the user login is successful.

The vulnerability stems from the fact that SHA-1 is considered cryptographically bro-
ken, since collision attacks are practical. Google demonstrated this with the SHAttered
project [55] in 2017. SHA-1 is optimized for speed, which makes brute-force attacks

extremely fast.

public String hashData(String plaintext) throws Exception {
MessageDigest digestAlgorithm = MessageDigest.getInstance("SHA-1");

byte[] messageDigest = digestAlgorithm
.digest(plaintext.getBytes(StandardCharsets.UTF_8));

BigInteger hashInt = new BigInteger(l, messageDigest);
StringBuilder hashText = new StringBuilder (hashInt.toString(16));
while (hashText.length() < 40) {

hashText.insert (0, "0");

}

return hashText.toString();

Listing 5.26: SHA-1 hashing for user credentials

5.2.13. MASWE-0022: Hard-Coded Initialization Vectors

OWASP MASWE Name Predictable Initialization Vectors (IVs)
Key Topics Hard-coded IVs, AES in CBC Mode
Key Components EncryptionHandler. java
Programming Languages Java

Table 5.19.: Overview of our MASWE-0022 implementation

IVs are meant to be random starting values used in the encryption process to ensure
that two identical plaintexts still result in different ciphertexts. Since the point of this

vulnerability is having predictable IVs, we decided to implement it by using a hard-
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coded, static IV, which breaks the layer of security added by it. The relevant parts of
code are shown in Listing 5.27.

To make this vulnerability exploitable, we used the IV for encryption with AES in
Cipher Block Chaining (CBC) [56] mode. Because we reuse the same hard-coded IV
for all AES encryptions, the encryption becomes deterministic. If an attacker gains
access to the SharedPreferences file containing the encrypted user passwords, they
can use pattern analysis to determine how often each password is used. Furthermore,
the deterministic nature of the encryption means that an attacker can identify which
users have the same passwords. This is because deterministic encryption causes identical
plaintexts to result in the same ciphertext. This leakage of information can improve the

efficiency of brute-force attempts to steal user credentials.

private static final String CIPHER_TRANSFORMATION = "AES/CBC/PKCS5PADDING";
private static bytel[]l iv = {47, -98, 3, 120, 14, -55, 89, 6, -12, 33, 9, -44,
63, -1, 77, 22};

public String encryptData(String plaintext) throws Exception {
IvParameterSpec ivSpec = new IvParameterSpec(iv);

Cipher cipher = Cipher.getInstance(CIPHER_TRANSFORMATION) ;

cipher.init(Cipher.ENCRYPT_MODE, getKey(), ivSpec);

byte[] encryptedBytes =
cipher.doFinal(plaintext.getBytes(StandardCharsets.UTF_8));

return Base64.encodeToString(encryptedBytes, Base64.DEFAULT);

Listing 5.27: AES in CBC mode with a static IV

5.2.14. MASWE-0023: Padding Oracle Attacks

OWASP MASWE Name Risky Padding

Key Topics Padding Oracle Attacks, Manual Unpadding,
PKCS#7, AES in CBC Mode

Key Components EncryptionHandler. java

Programming Languages Java

Table 5.20.: Overview of our MASWE-0023 implementation
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In Subsection 5.2.4, we implemented risky padding by using PKCS#1 v1.5 padding,
which is vulnerable to the Bleichenbacher attack. We wanted to implement this vul-
nerability differently by using PKCS#7 padding. Since using AES in CBC mode with
PKCS#7 padding is widely used and not broken in any way, we enable padding ora-
cle attacks by manually unpadding the encrypted user data and providing detailed and
varying error messages.

The relevant code for our implementation is shown in Listing 5.28. Instead of using
a cipher mode for decryption that automatically removes padding, we implement our
own custom unpadding process. This involves different checks, such as whether the
padding length is valid or whether the padding values themselves are equal to the length
of the padding. If any one of these checks fails, we throw a detailed error message. The
encrypted user credentials are stored in a designated SharedPreferences file. If an
attacker gains access to the file, they can alter the encrypted data, request the app to
decrypt it, and monitor whether the padding is valid based on the response given. By
repeating this process, starting from the second-to-last code block and working backward

to the first, they can recalculate what the original message was.

public String decryptData(String encryptedData) throws Exception {
// ... omitted ...

Cipher cipher = Cipher.getInstance (CIPHER_TRANSFORMATION_DECRYPTION) ;
cipher.init(Cipher .DECRYPT_MODE, secretKey, ivSpec);

if (!checkEncryptedBytesLength(encryptedBytes)){
Log.e(TAG, "Invalid ciphertext format or length");
return null;

}

if (!checkPaddinglength(paddinglength)){
Log.e(TAG, "Invalid PKCS#7 padding length");
return null;

}

if (!checkPaddingValues (decryptedBytesWithPadding, paddingLength)){
Log.e(TAG, "Invalid PKCS#7 padding value");
return null;

}

// ... omitted ...

Listing 5.28: Manual unpadding of PKCS#7 with detailed error messages



1

w N

o4 5 IMPLEMENTATION

5.2.15. MASWE-0024: Insecure MAC Derivation Using CRC-32

OWASP MASWE Name Improper Use of Message Authentication Code
(MAC)
Key Topics Non-Cryptographic Checksum, CRC-32, Miss-

ing Nonce Validation

Key Components IntegrityVerifier. java,
ProfileActivity.java,
BankAccountManagerService. java

Programming Languages Java

Table 5.21.: Overview of our MASWE-0024 implementation

We implemented this vulnerability by using CRC-32 [57] to authenticate and validate
bank commands sent to BankAccountManagerService. java, which functions as a bank
account manager. Instead of a cryptographically secure Message Authentication Code
(MAC), bank commands receive a CRC-32 checksum. The relevant code for this vulner-
ability implementation is shown in Listing 5.29.

The vulnerability stems from the fact that the CRC-32 algorithm is not intended
for cryptographic use and has no security properties. CRC-32 is a public algorithm
that anyone can use to generate valid checksums, which would then be valid MACs
for our BankAccountManagerService. java. An attacker who intercepts and modifies a
bank command would have no issue creating a new, valid MAC for this malicious bank
command. Instead of intercepting and modifying a valid bank command, an attacker
can just as easily forge malicious bank commands and equip them with valid MACs via
CRC-32 checksum calculation. This poses a serious security threat.
private BankCommand createBankCommand(String command, int amountEuros) throws

Exception {

BankCommand bankCommand = new BankCommand() ;
// ... omitted ...

String payload = buildSignaturePayload(bankCommand) ;
bankCommand.hmac = String.valueOf (IntegrityVerifier.crc32(payload));

return bankCommand;

Listing 5.29: Using CRC-32 checksum as MAC
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5.2.16. MASWE-0025: Insecure Signature Generation Using SHA-1

OWASP MASWE Name Improper Generation of Cryptographic Signa-
tures

Key Topics Weak Signature Algorithm, SHA1withRSA

Key Components EncryptionHandler. java

Programming Languages Java

Table 5.22.: Overview of our MASWE-0025 implementation

We implemented this vulnerability by using the algorithm SHA1withRSA to create cryp-
tographic signatures, as shown in Listing 5.30. The issue with this lies in the fact that
SHA-1 is considered cryptographically broken and insecure for signatures, as explained

in the previous Subsection 5.2.12.

Using this hashing algorithm to create cryptographic signatures means that it is tech-
nically feasible for an attacker to construct a malicious message that generates the same
valid hash as a real user message. This allows attackers to create fraudulent banking
messages, resulting in fraudulent financial transactions that are authorized and executed

by our app because of their valid signatures.

public static String sign(String message) throws Exception {
Signature signature = Signature.getInstance("SHAlwithRSA");

signature.initSign(getPrivateKey());
signature.update (message.getBytes("UTF-8"));

byte[] signatureBytes = signature.sign(Q);
return Base64.encodeToString(signatureBytes, Base64.NO_WRAP);

Listing 5.30: Creating cryptographic signatures using SHA1withRSA
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5.2.17. MASWE-0026: Improper Signature Verification

OWASP MASWE Name Improper Verification of Cryptographic Signa-
ture

Key Topics Unverified Signature, Unverified Nonce, Unveri-
fied Timestamp

Key Components EncryptionHandler. java

Programming Languages Java

Table 5.23.: Overview of our MASWE-0026 implementation

Our implementation of this vulnerability includes multiple ways in which a bank com-

mand message can be verified. This includes a nonce, a timestamp, and a Hash-based

Message Authentication Code (HMAC). The code relevant for the implementation is

shown in Listing 5.31.

private BankCommand createBankCommand(String command, int amountEuros) throws
Exception {

BankCommand bankCommand = new BankCommand() ;
// ... omitted ...

bankCommand.timestamp = System.currentTimeMillis();
bankCommand.nonce = UUID.randomUUID().toString();

String payload = buildSignaturePayload(bankCommand) ;
bankCommand.signature = EncryptionHandler.sign(payload);

return bankCommand;

}

Listing 5.31: Creation of a bank command including a timestamp, a nonce and a
cryptographic signature

Our implementation then goes on to ignore all three of these unique message identifiers,
and verifies any bank command as valid by returning true. The timestamp, nonce and
cryptographic signature are not considered at all during this verification process, as
shown in Listing 5.32.

We considered implementing a more complex and less obviously flawed verification of
digital signatures. However, since any flawed verification methods of higher complexity
would, once understood, boil down to giving a similarly flawed return, we decided to

leave it at this and focus on other vulnerabilities.
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public static boolean verify(BankCommand command) {
return true;

}

Listing 5.32: Verifying any passed banking command as true, regardless of its timestamp,
nonce and signature

5.2.18. MASWE-0027: Insecure Random Number Generation

OWASP MASWE Name Improper Random Number Generation
Key Topics Risky Random APIs, Non-Random Sources
Key Components EncryptionHandler. java

Programming Languages Java

Table 5.24.: Overview of our MASWE-0027 implementation

We made use of the java.util.Random API [58] to implement the vulnerability de-
scribed by MASWE-0027. This API is not intended to be cryptographically secure.
It uses a linearly congruential generator (LCG) to produce mathematically predictable
random values. For this, it needs a starting seed, which we provide in the form of the
system’s current time in milliseconds. The code relevant for this is shown in Listing
5.33. This means that any attacker who knows the timespan during which the app was
first installed can roughly guess what seed was used to create the random values. Of this
estimated timespan, they only have to try 1,000 possible seeds per second. This makes

finding the correct seed and the generated random values highly feasible.

Because we use these random values to generate the IV, and because we reuse this
IV for AES in CBC mode, this poses a serious security threat. Reusing the same IV
for AES in CBC mode makes the encryption deterministic. An attacker who recon-
structs the generated random values used for the IV can analyze which ciphertexts stem
from the same plaintext. This enables password frequency analysis, which can result in

compromised user credentials.
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import java.util.Random;

public class EncryptionHandler {
private static final String ENCRYPTION_ALGORITHM = "AES";
private static final String CIPHER_TRANSFORMATION = "AES/CBC/PKCS5PADDING";
// ... omitted ...

private static String createIV(){
byte[] iv = new byte[16];
Random javaRandom = new Random(System.currentTimeMillis());
javaRandom.nextBytes (iv);

String encodedIV = Base64.encodeToString(iv, Base64.DEFAULT);
return encodedlIV;

}
// ... omitted ...

3

Listing 5.33: Using java.util.Random API and current system time for generating
random values

5.3. MASVS-PLATFORM

5.3.1. MASWE-0053: Password Leaked Through Input Fields

OWASP MASWE Name Sensitive Data Leaked via the User Interface

Key Topics Missing Password Obfuscation, Password Au-
tocomplete, Password Autocorrect, Password
Saved to Clipboard

Key Components LoginActivity. java,
RegisterActivity.java

Programming Languages Java

Table 5.25.: Overview of our MASWE-0053 implementation

To introduce the risk of the users themselves leaking sensitive data, we removed any
text obfuscation on input fields for user passwords both in LoginActivity.java and
RegisterActivity.java. The code for this is shown in Listing 5.34. Additionally, we
disabled all screenshot and screen recording protections.

By enabling copy and paste functionalities for the password field, any text that is
copied or cut from the input field will be stored in the Android Clipboard. Data stored
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i private void removeObfuscation(){
2 EditText email_field = findViewById(R.id.et_email);
3 EditText password_field = findViewById(R.id.et_password);

5 password_field.setInputType(InputType.TYPE_CLASS_TEXT |
6 InputType.TYPE_TEXT_FLAG_AUTO_COMPLETE |
7 InputType.TYPE_TEXT_FLAG_AUTO_CORRECT) ;

9 email_field.setInputType(InputType.TYPE_TEXT_FLAG_AUTO_COMPLETE |
0 InputType.TYPE_TEXT_FLAG_AUTO_CORRECT) ;

1
1
12 password_field.setCustomSelectionActionModeCallback(null);
1

Listing 5.34: Removing text obfuscation and adding auto complete and auto correct flags
for user input fields

in the Android Clipboard is not confined to the app’s sandbox and is accessible by
all apps running in the foreground. This holds true even on newer Android versions
[59]. This means that an attacker can run a service from a malicious app installed on
the device that accesses data from the Android Clipboard, potentially reading and

stealing sensitive user data.

5.3.2. MASWE-0055: Password Exposed to Screenshots

OWASP MASWE Name Sensitive Data Leaked via Screenshots or Screen
Recordings
Key Topics Missing Password Obfuscation, Missing Screen-

shot Protection

Key Components LoginActivity. java,
RegisterActivity. java,
activity_login_maswe0055.xml,
activity_register_maswe0055.xml

Programming Languages Java, XML

Table 5.26.: Overview of our MASWE-0055 implementation

To implement this vulnerability, we ensured that the password is not obfuscated. Addi-
tionally, we allowed screenshots and screen recordings of the activities where the pass-

word is visible. To differentiate this vulnerability from the implementation in the pre-
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vious Subsection 5.3.1, the password obfuscation is removed in the layout itself, instead
of changing the password’s type to plain text at runtime. The code for this is shown in
Listing 5.35.

<EditText
android:id="@+id/et_password"
<l-- ... omitted ... —-—>

android:hint="@string/password_hint"
android:inputType="textVisiblePassword" />

Listing 5.35: Setting the password EditText to visible password as to remove text
obfuscation

We furthermore disable and clear any lingering any flags that would prevent screen-
shots and screen recordings from happening, as shown in Listing 5.36. This imple-
mentation introduces the security risk of the user leaking sensitive data via accidental
screenshots and screen recordings. There are also tools that allow an attacker to record
the device’s screen via a USB connection, such as scrcpy [60].
private void clearScreenshotFlags(){

/%%

getWindow() .setFlags (WindowManager.LayoutParams.FLAG_SECURE,
WindowManager. LayoutParams.FLAG SECURE) ;

*%/

getWindow() . clearFlags (WindowManager.LayoutParams.FLAG_SECURE) ;
}

Listing 5.36: Disabling and clearing security flags that prevent screenshots and screen
recordings from login and register activities

5.3.3. MASWE-0064: Insecure Content Provider

OWASP MASWE Name Insecure Content Providers

Key Topics Exported Content Provider, Insecure File Read-
ing Permissions, Unsanitized Path Construc-
tion, Missing Access Control

Key Components CustomContentProvider. java,
RegisterActivity. java,
AndroidManifest.xml

Programming Languages Java, XML

Table 5.27.: Overview of our MASWE-0064 implementation
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The core of this vulnerability’s implementation comes from the code snippet of our
custom content provider shown in Listing 5.37. The vulnerability comes from the fact
that uri.getLastPathSegment () extracts the user-given file URI without any validation
in place. The content provider tries to find the file, construct its full path and return
a file descriptor granting reading permissions to the file. For all of this, the content

provider directly uses the unsanitized user input.

@0verride

public ParcelFileDescriptor openFile(Uri uri, String mode) throws
FileNotFoundException {
String fileName = uri.getLastPathSegment();

if (fileName == null) {
throw new FileNotFoundException("No file name specified in URI");

}

File file = new File(getContext().getFilesDir(), fileName);
return ParcelFileDescriptor.open(file, ParcelFileDescriptor.MODE_READ_ONLY) ;
b

Listing 5.37: Custom ContentProvider granting reading permission to user-requested
file without path traversal checks or sanitizing the input

This allows for path traversal attacks by using path traversal sequences such as ../.
Without it, the content provider would only be able to provide access to files stored
within the /files/* directory. This way, an attacker can access and read any of the
app’s files, given that they have access to the custom content provider. To ensure this is
the case and further extend the impact of this vulnerability, the content provider is set
to be exported in the AndroidManifest.xml of this app, as shown in Listing 5.38. By
leaving the permission parameter empty, we enforce that no permissions are required

by other apps to access this app’s content provider.

<provider
android:name="com.dkronig.masvs_platform.maswe_0064.CustomContentProvider"
android:authorities="com.dkronig.masvs_platform.CustomContentProvider"
android:exported="true"
android:permission=""
tools:ignore="ExportedContentProvider" />

Listing 5.38: Exporting the custom ContentProvider, making it accessible to other apps
without enforcing permissions
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This, in combination with the unsanitized content provider, means that any malicious
app installed on the same device can trivially access any of the app’s files, either directly

or via path traversal. This is demonstrated in Listing 5.39.

// Direct file access

Uri.parse("content://com.dkronig.masvs_platform.CustomContentProvider
/maswe_0064_user_credentials.txt");

InputStream in = getContentResolver () .openInputStream(uri);

// Read files wtia path traversal
Uri uri = Uri.parse("content://com.dkronig.masvs_platform.CustomContentProvider
/../databases/app.db");
InputStream in = getContentResolver().openInputStream(uri);
Listing 5.39: Accessing and reading files containing sensitive user data from malicious
apps, both directly and using path traversal

5.3.4. MASWE-0067: App Set to Debuggable

OWASP MASWE Name Debuggable Flag Not Disabled

Key Topics Memory Inspection, Cryptographic Key Access
Key Components AndroidManifest.xml

Programming Languages XML

Table 5.28.: Overview of our MASWE-0067 implementation

The implementation of this vulnerability is rather straightforward, as only one flag had
to be set to true in the AndroidManifest.xml for the app to be debuggable. The code
for this is shown in Listing 5.40.

<application
android:theme="@style/Theme.masvs_platform"
<!-— ... omitted ... ——>

android:debuggable="true"
tools:ignore="HardcodedDebugMode">

Listing 5.40: Setting the app to debuggable in AndroidManifest.xml

The issue with the app set to debuggable is that it directly weakens the app’s pro-

tection. It allows an attacker to inspect, set breakpoints, control, and modify the app
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at runtime. An attacker can furthermore access the app’s private system directory
/data/data by using the run-as command. Using this command, an attacker can in-
spect the app’s SharedPreferences, SQLite databases, and internal storage at run-time.
An attacker can, for example, learn more about the encryption in place for user creden-
tials by creating new user profiles and analyzing the resulting ciphertexts. An example
of how an attacker can access the user credentials stored in a SharedPreferences file is

shown in Listing 5.41.

C:\Users\Domi>adb shell run-as com.dkronig.masvs_platform ls shared_prefs
maswe_0053_user_credentials.xml
maswe_0055_user_credentials.xml
maswe_0064_user_credentials.xml
maswe_0067_user_credentials.xml

C:\Users\Domi>adb shell run-as com.dkronig.masvs_platform cat
shared_prefs/maswe_0053_user_credentials.xml
<7xml version=’1.0’ encoding=’utf-8’ standalone=’yes’ 7>
<map>
<string name="users_json">{&quot;qwertz&quot; :{&quot;password&quot;
:&quot ; doVMBWPTG2ISsgy06P\ /e JpfWXKT5d0JI09jY18FzWhGfmA==&quot ; }}</string>
</map>

Listing 5.41: Listing and reading SharedPreferences files containing user credentials






6. Results

This chapter describes the MASTG reference apps we designed and implemented, as well
as the MASWE vulnerability types they include. A comparison is made with the existing
reference apps, and both the total coverage of MASWE vulnerability types across all
apps and the coverage per individual app are evaluated. To conclude the chapter, we

test two different SAST tools on our apps, and cover the most important findings.

6.1. Developed MASTG Reference Applications

We developed three separate apps that are named masvs_storage, masvs_crypto, and
masvs_platform. They contain a total of 28 vulnerabilities. All six vulnerabilities de-
scribed by MASVS-STORAGE and all 18 MASVS-CRYPTO vulnerabilities are covered.
The remaining four implemented vulnerabilities are part of MASVS-PLATFORM. This
means we created implementations for 28 out of 115 vulnerability types as documented
by OWASP MASWE, covering about 25% of the entire vulnerability catalog. Excluded
here are the two vulnerability types that the OWASP MASWE lists as deprecated. Each
vulnerability has its own documentation, explaining where it can be found in the code
and how it can be exploited. Depending on the vulnerability, the documentation also
includes links to interesting and relevant articles and tools related to the vulnerability.
The documentation of some vulnerabilities contains descriptions of how the vulnera-
bilities can be fixed. All implemented vulnerabilities are mapped and linked to their
respective OWASP MASWE counterparts.

The code for our apps is entirely open source and available on our GitHub repository
[51]. It contains a checklist [61] of all vulnerabilities as described by OWASP MASWE,
which provides an overview of the vulnerabilities implemented. Furthermore, it indicates
the vulnerabilities that are being worked on, as well as those that have yet to receive
attention. Every vulnerability in this overview has an indicator of its status in OWASP
MASWE. Most MASWE vulnerability types have the status placeholder, indicating
that the vulnerability is still in development and lacks proper documentation by OWASP.
The rest is marked as fully documented but still in beta, with the exception of two flagged

65
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as deprecated, indicating that they should no longer be considered. This benefits people
using the apps and the GitHub repository for educational purposes by allowing them
to better understand the complete picture of the MASWE vulnerability landscape. It
further helps developers aiming to contribute to this project, as it points them to which
vulnerabilities are yet to be worked on, and which should be ignored. To further enable
future work on this project, the repository is complete with documentation on how
developers can contribute, what the expected coding styles are, and what templates
should be used when committing to the project. This enforces a clean and uniform
coding style across the project. This further improves its usefulness as an educational
tool by offering people who are learning security principles or penetration testing an
environment free of confusing and inconsistent code.

For the documentation and the vulnerabilities themselves to stay relevant, and for
the apps as a whole to be a valid reference resource for the OWASP MASTG, constant
maintenance and updating of the Android project are necessary. Without it, our apps
are exposed to the risk of becoming outdated and no longer accurately reflecting the
vulnerabilities discussed by the OWASP MAS project.

6.2. Comparison with Existing Intentionally Vulnerable Android

Applications

6.2.1. Total Vulnerability Coverage

It is important to compare the apps we have developed to the existing pool of MASTG
reference apps. This way, we can evaluate the contributions and value generated through
the addition of our apps to the MASTG reference apps dataset. An intuitive way of doing
so is to compare the coverage of different MASVS categories by all apps, both with and
without the addition of our apps. Figure 6.1 shows the percentage-wise coverage of
different MASVS categories by all apps, including our own. Comparing this with Figure
2.2, which displays the same but excludes our own apps, we can see the contribution
made in terms of MASVS categories coverage. This difference made by including our
apps is further visualized in Figure 6.2.

The biggest contribution of our apps is to the MASVS-CRYPTO category. The num-
ber of MASVS-CRYPTO vulnerabilities that have a practical reference implementation
in the MASTG reference apps has been increased from 21.1% to 100%. This makes sense,
as 18 of our 28 implemented vulnerabilities are intended to reflect MASVS-CRYPTO
vulnerabilities. In a similar fashion, the coverage of MASVS-STORAGE vulnerabilities
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Figure 6.1.: Relative coverage of MASWE vulnerabilities including our own apps

has been increased from 66.7% to 100%. And lastly, the number of MASVS-PLATFORM
vulnerabilities that are reflected in an implementation has been increased from 72.7%
to 77.3%. This strongly concentrated effect of contribution reflects the vulnerability
selection criteria we had set for ourselves, focusing on a few categories and implement-
ing their vulnerabilities thoroughly. This has achieved the desired effect of making our
masvs_crypto and masvs_storage apps valuable and useful standalone apps, both for

evaluating security analysis tools and for learning purposes.

Figure 6.3 shows the same coverage of MASWE vulnerabilities by all apps, includ-
ing our own, but uses absolute numbers instead of percentages. By comparing it to
Figure 2.3, which shows the same results but excludes our own apps, we can again
see the significantly improved and complete coverage of both MASVS-STORAGE and
MASVS-CRYPTO vulnerabilities. Complete coverage here does not mean that all pos-
sible implementations of these vulnerabilities have been created, and that further such
implementations would hold no value. It simply means that all vulnerability types in
the categories MASVS-STORAGE and MASVS-CRYPTO now have at least one vul-
nerability implementation representing them in a practical context. The Figure further
shows that although both categories now have a coverage of 100%, the contribution to
MASVS-CRYPTO is significantly greater than the one to MASVS-STORAGE. This is

because there are only 6 storage vulnerabilities required to cover them all, compared to
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Figure 6.2.: Contribution of our apps (in red) to the relative coverage of MASWE vul-
nerabilities

the 18 vulnerabilities described by MASVS-CRYPTO. Here we are excluding the one
MASVS-CRYPTO vulnerability that is flagged as deprecated by OWASP.

6.2.2. Unique Vulnerability Coverage per Application

One of our criteria defined for the selection of vulnerabilities was to focus on vulnera-
bilities which have seen little to no coverage in existing MASTG reference apps. The
purpose of this is to broaden the pool of MASWE vulnerabilities with practical reference
implementations. Of our 28 implemented vulnerabilities, 18 have not been implemented
in any way by the existing reference apps. This means that 64.3% of our implemented
vulnerabilities are of MASWE vulnerability types only found in our MASTG reference
apps. This is not to imply that the other vulnerabilities implemented are not unique in
their own right. Even if two implementations address the same vulnerability, they will
most likely still differ greatly in logic and design. It does mean however that 64.3% of
the vulnerability types we included in our apps have not seen any coverage in any of the
existing MASTG reference apps. This approach was intended to even out the coverage
of vulnerabilities. The reason for this was our observation that more than half of all
vulnerabilities implemented are a reference to only ten OWASP MASWE vulnerability
types. Without our apps, the MASTG dataset includes 163 vulnerability implementa-
tions, which can be mapped to only 42 different MASWE vulnerabilities. This means
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that only 25.8% (42/163) of all vulnerabilities found in the existing MASTG reference
apps contribute to the coverage of different MASWE vulnerability types. Our own apps
stand in stark contrast to this number, with a ratio of 64.3% (18/28). Figure 6.4 illus-
trates this by showing the total amount of MASWE vulnerabilities covered per app that
do not see coverage in any of the other existing apps in the dataset.

This furthermore means that our own apps improve the total coverage of OWASP
MASWE vulnerabilities from 42 to 60 out of 117, resulting in an increase of coverage from
35.9% (42/117) to 51.3% (60/117). The percentage of implementations that contribute to
the coverage of different MASWE vulnerability types has increased from 25.8% (42/163)
to 31.4% (60/191).

If we add our own apps to the previous graph, as shown in Figure 6.5, the result of our
focus on vulnerability types with no previous coverage becomes clear. Figure 6.6 better

illustrates this by adding the total number of implemented vulnerabilities to each app.
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Figure 6.4.: Amount of MASWE vulnerabilities covered per app which are not imple-
mented by other MASTG reference apps
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Figure 6.5.: Amount of MASWE vulnerabilities covered per app which are not imple-
mented by other MASTG reference apps, including our own apps
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Figure 6.6.: Ratio of MASWE vulnerabilities to amount of vulnerabilities implemented
per app

6.3. Usability for Benchmarking Mobile App Security Testing
Tools

A key motivation behind our work is the testing and benchmarking of SAST and DAST
tools. Although our focus is on the design and development of MASTG reference apps,
benchmarking different security testing tools using our apps would be a natural direction
to take for future work. To take a first step in this direction, we used an online deploy-
ment of MobSF [62] and a free version of Semgrep [63] to statically evaluate our apps
for security vulnerabilities. The complete results for both the MobSF and the Semgrep
scans are provided in the Appendix A and B.

MobSF Results

Interestingly, both masvs_storage and masvs_crypto received a low risk grade by
MobSF, having security scores of 64/100 and 60/100 each. masvs_platform was deemed
to be of medium risk and received a security score of 52/100, which marks the lowest of
all three.

In terms of storage vulnerabilities, MobSF managed to find the hard-coded crypto-

graphic key in maswe_0006 and detected the logging of sensitive user data in maswe_0001.
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However, it failed to understand the risk of storing sensitive user data in shared storage

spaces and was unable to grasp the full extent of the backup vulnerabilities.

Of 18 implemented MASVS-CRYPTO vulnerabilities, MobSF managed to find the
insecure random number generator and the usage of logs for enabling a padding oracle
attack. It detected one implementation of SHA-1, and nine instances of hard-coded
sensitive information. It is interesting that it found and flagged one instance of SHA-1,
but failed to do so on the many other instances of SHA-1 across the app. It furthermore
ignored all other broken or risky forms of cryptographic algorithms, such as DES, Base64
encoding, or AES in GCM or CBC mode with hard-coded IV’s. These are all things

that can be statically evaluated and detected.

The low security score of masvs_platform is a result of the app including a vulnera-
bility that sets it to debuggable. MobSF did manage to find this vulnerability, as well
as the insecure custom content provider. It did not find the vulnerabilities enabling the
screenshots of sensitive user data, or simply did not consider it to be a real security
threat. The same holds for the vulnerability enabling clipboard attacks for stealing user

credentials.

A large part of the scan results by MobSF consists of potential hard-coded secrets that
are false positives. They are public parameters used by cryptographic algorithms and
libraries and do not contain actual secrets. An example of this is 6b17d1f2e12c4247f-
8bceb6e563a440f277037d812deb33a0f4a13945d898¢c296, which marks the x-coordinate
of the generator point G of the NIST P-256 elliptic curve. This is a publicly documented

value from FIPS 186-4 and is in no shape or form a hard-coded secret [64].

In summary, MobSF gave our intentionally vulnerable apps a surprisingly high secu-
rity score. Of the 28 vulnerabilities implemented across the three apps, it managed to
clearly identify 8 of them. It failed to detect many instances of deprecated cryptographic
algorithms used, as well as all instances of custom low-level cryptographic algorithms.
Besides failing to find many of our cryptographic vulnerabilities, MobSF flagged a large
number of cryptographic constants as possible hard-coded secrets, leading to many false

positives.

Semgrep Results

For Semgrep, we used the free version on our apps, with the configurations set to
r/java.lang.security. This scanned all three apps for static security vulnerabilities.

It is important to state that Semgrep has more features and configurations that would
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lead to improved performance. We decided to focus on the free version for monetary
reasons.

Because of our configuration, Semgrep only found MASVS-CRYPTO vulnerabilities.
It found 19 instances of vulnerable code across 8 of our implementations. Semgrep was
able to detect more complex vulnerabilities than MobSF. Besides flagging the usage of
SHA-1 as insecure, it did the same for any implementations that used DES. It detected
hard-coded IV’s and the combination of this with AES in GCM mode. However, it failed
to mark any of the low-level cryptographic operations used for encryption as insecure,
similar to MobSF.






7. Discussion

Here we discuss possible threats to the validity of our work. These include the often
limited descriptions of the vulnerabilities by OWASP MASWE and the possibility of
the implemented vulnerabilities failing to mirror real-world equivalents. Furthermore,
we discuss the risk of the implemented vulnerabilities having insufficient complexity and
depth compared to those found in real-world applications. Following this, problems left
open by this thesis are addressed, such as what it means to fully cover a MASVS category
and what a valid metric for measuring the value presented by a MASTG reference app
could look like.

7.1. Threats to Validity

7.1.1. Constant Flux of the Vulnerability Landscape

A challenge to our work was the ever-changing nature of the mobile vulnerability land-
scape and its impacts on the OWASP MAS project. Because OWASP is constantly
adapting to the rise of new vulnerabilities and the obsolescence of older ones, their vul-
nerability documentation is a permanent construction site. In an effort to keep up with
real-world changes, older vulnerabilities are overworked, merged together into new ones,
or altogether scrapped and considered deprecated. New vulnerabilities are introduced
into the MASWE catalog in the form of placeholder vulnerabilities. These placeholder
vulnerabilities contain very limited documentation on what they should look like, how
they are usually introduced, and what they should entail. At the time of writing, 88 of
117 OWASP MASWE vulnerability types fall into this placeholder category [65]. Be-
cause two vulnerability types are further classified as deprecated, this leaves only 27
vulnerabilities that have proper and complete documentation by MASWE.

Only 10 of the 28 vulnerabilities implemented in our apps have complete documen-
tation by OWASP MASWE, with the remaining 18 still in the placeholder phase. This
raises the question of whether our implementations accurately reflect the MASWE vul-

nerability types that they are supposed to serve as a practical reference for. We kept
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this concern in mind during the development phase of the apps and made sure to con-
sult the links the MASWE gives as pointers to the nature of the vulnerabilities. These
resources are provided for all placeholder vulnerabilities, which counteracts the lack of
real documentation on them by MASWE.

7.1.2. Insufficient Reflection of Real-World Vulnerabilities

A point of criticism often raised when discussing intentionally vulnerable Android apps,
such as those found in the MASTG reference apps catalog, is about the extent to which
these apps accurately reflect the vulnerabilities found in real-world Android apps. Espe-
cially when using them for benchmarking SAST and DAST tools, which are then used
for testing real-world apps, it is important for the benchmarking apps to closely mimic
real-world ones. If this is not the case, they lose their function for evaluating such secu-
rity tools, since a low or high score on the reference apps would not necessarily translate
to a similar performance on real apps. The reference apps might include vulnerabilities
which are rarely seen in real-world apps, while missing crucial vulnerabilities that a tool
has to be able to detect.

Speaking against this point of criticism is the relevance and status of the OWASP
MASTG as an industry standard for evaluating mobile application security. There are
numerous papers [1, 25, 27, 28, 30, 34] that show the effectiveness of the MASTG when
it comes to finding vulnerabilities. Anwar et al. [26] even found that using the MASTG
leads to finding more vulnerabilities in real-world apps than using the automated testing
tool MobSF. This solidifies the legitimacy and real-world application of the vulnerabili-
ties implemented in the MASTG reference apps, since the MASTG concerns itself with
the same vulnerabilities that are discussed in the MASWE and found in the reference
apps. For this to be case however, it is crucial that the MASTG reference apps are
under constant maintenance and evolve alongside the OWASP MAS project, which in

turn adapts to the mobile security issues most prevalent at the time.

7.1.3. Insufficient Complexity of Vulnerabilities

Besides not reflecting the vulnerabilities found in real-world apps, it is possible that
the vulnerabilities implemented in the MASTG reference apps are of the right type,
but are implemented in a shallow and unrealistic way, which fails to reflect how the
vulnerabilities look like in real-world apps. This would lead to mobile app security

testing tools performing well on the MASTG reference apps due to the easy-to-spot
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nature of their implemented vulnerabilities, but struggling to do the same on real-world

apps that include similar yet more complex vulnerabilities.

To counter this argument, a study would have to be conducted, collecting vulner-
abilities from real-world apps and comparing them to the ones found in the MASTG
reference apps catalog. Zhu et al. [35] evaluated the effectiveness of 11 different SAST
tools on four different benchmarks. Two of them are synthetic, and the other two are
real-world benchmarks based on vulnerabilities found in real-world apps. One of the
synthetic benchmarks is based on the OWASP MASTG reference apps catalog. The
authors assess that there is no significant difference in the performance of the 11 SAST
tools between the synthetic and the real-world benchmarks. This illustrates that the
vulnerabilities implemented in MASTG reference apps are similar in both type and

complexity to the ones found in real-world apps.

7.1.4. Relevance of Even MASWE Vulnerability Coverage

While deciding which MASWE vulnerabilities to implement, we focused on vulnerabil-
ities that have not been implemented by other MASTG reference apps. Our rationale
behind this decision was that all vulnerabilities described by the OWASP MASWE are
relevant. Because of this, they should all have some form of representation in the ref-
erence apps catalog, both for educational purposes and for evaluating security testing
tools. An argument can be made against the validity of this approach, suggesting to
focus on the more frequently implemented vulnerabilities instead of the opposite group.
It can be argued that there is a reason as to why certain vulnerabilities receive most
of the attention, which is that they are simply the most relevant vulnerabilities. The
distribution of occurrences of different vulnerability types is likely uneven in the real
world, with some happening more often than others. With this being the case, it seems
intuitive that the reference apps, which to a certain extent should mirror the vulnera-
bilities found in the real world, would also have an uneven distribution of vulnerability
types.

Although this argument makes sense, it does not address the issue of most MASWE
vulnerabilities receiving no coverage at all. Even if uneven coverage of the vulnerabilities
is desired, it is still important that all vulnerabilities have at least one practical reference
implementation. To focus on mirroring the real-world distribution of vulnerability type
occurrences before having all the MASWE vulnerabilities implemented at least once

seems premature and the wrong criterion for vulnerability selection.
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7.2. Open Problems

Through the developed apps, we increased the coverage of MASWE vulnerability types
for both the storage and the cryptography categories to 100%. What we mean by this
is that we created a reference implementation for every vulnerability type listed in these
two categories. It does not mean that we implemented every possible vulnerability of
these two categories. But what would it take to actually cover a MASVS category to
100%? Tt is important to discuss what it means for two implementations to reflect the

same vulnerability, and what it would take to truly cover a MASVS category completely.

For many vulnerabilities described by MASWE, there are countless ways to implement
them. This is because they describe types of mobile security shortcomings, and just like
in the real world, there are often multiple ways in which one can fall short of meeting a
security criterion. This means that vulnerability implementations that can be mapped to
the same MASWE vulnerability can still differ substantially in form. Because of this, the
educational and security testing tool value of a MASTG reference app can be increased
by repeatedly developing implementations for MASWE vulnerabilities that have been
previously covered. The same holds true if the vulnerability category itself has been
fully covered by this app or other ones from the MASTG reference apps catalog. This
raises multiple questions. Is the coverage of vulnerability types of MASVS categories a
valid metric for measuring the value a reference app provides? And following this line of

thought, does it even make sense to aim for the complete coverage of MASVS categories?

Answering these questions can help us find a useful metric for evaluating the contri-
butions made by a MASTG reference app, as well as where its shortcomings lie, and
how it can be further developed. For this, it is important to keep in mind the purpose
of the OWASP MASTG and how it functions. The OWASP MASTG contains various
knowledge areas on mobile app security testing concepts, techniques, tools, and best
practices. Its main function stems from the catalog of tests that it provides. These can
be used to verify the security controls listed by the MASVS by testing for the vulnerabil-
ities described by the MASWE. These tests are concrete ways in which developers can
evaluate their own apps for certain implementations of MASWE vulnerabilities. The
vulnerability implementations that the MASTG tests for are defined by the OWASP
MAS project. This stands in contrast to the MASTG reference apps, which are merely
hosted but not developed by OWASP. These implementations give a clue to how OWASP
MAS would implement the vulnerabilities described by the MASWE. Furthermore, since
the reference apps are intended to serve as reference apps for the OWASP MASTG, it

seems logical for the reference apps to cover the vulnerability implementations found
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in the MASTG tests. This way, the apps function as a resource on which the concrete
MASTG tests can be conducted.

Following this line of thinking, a possible metric for evaluating MASTG reference
apps is to measure the extent to which they cover or contribute to the total coverage
of vulnerability implementations found in the MASTG tests. By focusing on reflecting
the material of the actual tests of the MASTG, the apps are ensured to provide real
value as a reference resource for the testing guide. Some of the tests already include
demos made by OWASP that display the vulnerability that the test is designed to find.
But the catalog of demos is incomplete, and the demos focus solely on the vulnerability.
Because of this, they lack elements of real-world applications that many of the MASTG
reference apps include. Furthermore, the design of the MASTG tests allows each tested
vulnerability to have multiple adequate implementations. This means that creating
different vulnerability implementations for the same MASTG test cases can still provide
new value, even if the test has an existing demo.

This approach helps evaluate whether a new implementation of an already covered
vulnerability type is of value. But it leaves open the question of what it would mean for
a vulnerability category to be covered completely. It seems that complete coverage of a
vulnerability category is not feasible. Because of this, it should not be the goal of and
metric for a valuable MASTG reference app. The focus of vulnerability selection should
first be on covering all vulnerability types at least once. Once this has been achieved,
there is merit in creating different vulnerability implementations of the same MASWE
vulnerabilities. This way, the OWASP MASTG reference apps can be continuously

improved and expanded upon.






8. Future Work

While the apps we developed significantly increased the coverage of different MASWE
vulnerability types, there are still many such vulnerability types that lack a reference
implementation. 57 MASWE vulnerability types do not have any representation in the
MASTG reference apps, including our own. This means that only 51.3% (60/117) of all
vulnerability types are included in the apps catalog. Our work can be expanded upon by
moving on to new MASVS categories, designing and implementing vulnerabilities in a
way similar to our methodology. The categories MASVS-AUTH and MASVS-PRIVACY
are of special interest. They have the lowest ratio of described-to-implemented vulnera-
bilities, with only 2 out of 20 and 0 out of 9 vulnerability types, respectively, receiving

any coverage in the reference apps.

Our work is not only motivated by improving the educational value of the OWASP
MASTG reference apps, but also their ability to be used for benchmarking SAST and
DAST tools. We have tested both MobSF and Semgrep for their performance in stati-
cally evaluating our apps. However, benchmarking the different tools that comprise the
modern mobile testing tools landscape lies outside the scope and resources of our work.
A natural next step would be to carry out a scientific evaluation and benchmarking
process of modern mobile app testing tools. This should include tools of both static and
dynamic nature. Furthermore, their performance on our apps can be compared to their
performance on other MASTG reference apps, as well as against other existing mobile
security tool testing benchmarks. This way, the value that our developed apps hold in

terms of testing such tools can be measured.

The Android application landscape and its vulnerabilities are constantly evolving, and
the OWASP MASTG is evolving alongside it. Therefore, an important next step is to
uphold the maintenance of our apps. The MASWE vulnerabilities and the MASTG tests
are constantly being deprecated and replaced with new ones. Even the MASVS cate-
gories themselves can change, with the most recent addition being MASVS-PRIVACY
[24]. Our apps need to receive constant updates because the MASTG reference apps can

only retain their value both as a learning resource and as a dataset for benchmarking
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mobile security testing tools if they keep up with the ever-changing Android vulnerability
landscape.

The OWASP MAS project does not concern itself exclusively with Android security. It
includes a similar segment dedicated to the mobile security of iOS applications as well. A
common belief is that iOS apps have better security standards due to the more regulated
nature of the app platforms from which they are distributed. There are, however, many
security flaws and vulnerabilities that i0OS apps can include, as described by the related
OWASP MAS fields. Steinbock et al. [38] showed that iOS apps perform significantly
worse in certain security categories when compared to Android apps. Furthermore,
the dataset of MASTG reference apps for Android [3] is vastly greater in size than
the i0S reference app catalog [66], which includes only eight apps. All this goes to
say that another way our work can be expanded upon is to create a sister project to
ours, dedicated to the development of iOS MASTG reference applications. If our goal of
creating a set of MASTG reference apps to improve the educational value of the MASTG

is further pursued, this would be a natural next step.



9. Conclusion

This thesis examined the state of the art in intentionally vulnerable Android app design,
as found in the OWASP MASTG reference apps. Furthermore, it conducted a literature
review to understand how the overarching OWASP MAS project is used in the academic
world. Building on this knowledge, a set of intentionally vulnerable Android apps was
designed and developed. The purpose of this was to expand the MASTG reference app
catalog and improve its function as a teaching resource and as a benchmark dataset for
different types of mobile app security testing tools.

The literature review showed us the main use-case of the OWASP MAS project in
academic works. It consists of using the MASTG to evaluate mobile apps based on the
quality of their security and whether they meet the requirements laid out by the MASVS.
In particular, the MASTG penetration testing guide is a popular tool for evaluating app
security. Multiple papers used the MASVS vulnerability categories to map and classify
real-world Android security vulnerabilities. The MASTG reference apps were used for
testing and evaluating newly developed tools that deal with vulnerability detection.
Overall, the literature review indicates that the academic world uses the OWASP MAS
project mainly as a framework and tool for evaluating mobile app security.

The analysis of the existing OWASP MASTG reference apps showed that only a
few have documentation on the vulnerabilities they include. Furthermore, only a small
portion of the vulnerabilities described by the OWASP MASWE find any representation
in the reference apps. Most vulnerability types have no reference implementation in
the apps, whereas a small group of them is implemented multiple times in different
ways. The ten most frequently implemented vulnerability types make up more than half
of all implemented vulnerabilities, despite there being 117 different vulnerability types
described by the OWASP MASWE. The same trend can be found when examining the
vulnerability categories themselves. A few categories, such as MASVS-PLATFORM or
MASVS-STORAGE, have most of their respective vulnerability types implemented at
least once in a MASTG reference app. Other categories see very little representation
in the reference app catalog. Not one of the nine vulnerabilities described by MASVS-
PRIVACY is included in any of the reference apps.
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The apps we developed are designed to reflect the natural ordering of vulnerabilities
done by the MASWE. Every MASVS category comprises its own app. These categories
are, in turn, part of the whole project in the form of modules. For each app, the vul-
nerabilities that comprise its designated MASVS category are grouped into separate
packages, with one package per implemented MASWE vulnerability. This architecture
is further extended with a shared library module containing common attributes. Ex-
tensive use of custom templates and inheritance allows for a design that can easily be
extended with new vulnerabilities and categories while producing minimal scaling costs.
The vulnerability selection focused on MASWE vulnerability types that have not been
implemented in any of the existing MASTG reference apps. Instead of working on mul-
tiple MASVS categories at once, the vulnerability categories were implemented one by
one.

We developed three apps called maswe_storage, maswe_crypto, and maswe_platform.
Together, they contain 28 vulnerability types. 18 of these types have not been imple-
mented in any of the existing MASTG reference apps. All 6 and all 18 (excluding one
that is deprecated) vulnerability types described by MASVS-STORAGE and MASVS-
CRYPTO have been implemented. Through the addition of our apps, the total coverage
of MASWE vulnerability types has increased from 35.9% to 51.3%. All implemented
vulnerabilities are mapped to their MASWE counterparts and have extensive documen-
tation. This documentation contains information on where they can be found, how they
can be exploited, and sometimes how they can be fixed. The apps we developed are an
important milestone in building a unified, well structured, and thoroughly documented
MASTG reference apps benchmark.

A recurring challenge during the development of the apps was the limited documenta-
tion by OWASP on the MASWE vulnerabilities. The OWASP MAS project is constantly
evolving, as new vulnerabilities become more relevant and older ones become obsolete.
This leads to many of the vulnerabilities described by MASWE still being in develop-
ment and having very little documentation on how they should be implemented and what
they should include. This complicated the development process, as the vulnerabilities
themselves need to have adequate depth for them to be useful both as an educational
resource and as a benchmark for security testing tools.

This thesis can be expanded upon in many different ways. Half of the vulnerability
types described by MASWE still have no representation in the MASTG reference apps.
Now that the apps are developed, extensive benchmarking of both static and dynamic
security testing tools can be carried out in order to better understand the landscape of

mobile app security testing tools. A complementary set of iOS MASTG reference apps



85

can be developed, making use of the architecture and design we built to branch out to
the 108 side of the OWASP MAS project.

This work greatly expands the coverage of MASWE vulnerability types made by the
existing MASTG reference applications catalog. Through this, it contributes to making
Android mobile security more accessible and easy to learn. The extensive documentation
of the complete sets of implemented MASVS-STORAGE and MASVS-CRYPTO vulner-
abilities builds towards a more systematic environment for mobile security research and
education. The applications developed serve as the foundation for a complete OWASP
MAS benchmark for evaluating mobile application security analysis tools. The scal-
able and modular architecture on which the apps have been developed enables them to
change alongside the Android mobile security landscape and the OWASP MAS project
as they continue to evolve, which allows for easy maintenance and continuous growth as

a completely open-source benchmark for mobile application security.
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ANDROID STATIC ANALYSIS REPORT

app_icon

# masvs_storage (1.0)
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File Name:
Package Name:

Scan Date:

App Security Score:

Grade:

masvs_storage_release.apk
com.dkronig.masvs_storage

Jan. 26, 2026, 412 p.m.

64/100 (LOW RISK)
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@ FINDINGS SEVERITY

v SECURE

% HIGH

& FILE INFORMATION

File Name: masvs_storage_release.apk

Size: 12.71MB

MD5: 4c373aca361fcec5879235a7e129f990

SHAT: fe8dcf737712e22beccbfacf1b95b2b300a5d7ca

SHA256: 5545775ead37e443c5f07da277a176c44fcd063fb3fd6a9a84b13097d58f0052

1 APP INFORMATION

App Name: masvs_storage

Package Name: com.dkronig.masvs_storage

Main Activity: com.dkronig.masvs_storage.StorageMenu
Target SDK: 35

Min SDK: 35

Max SDK:

Android Version Name: 1.0

Android Version Code: 1

@ HOTSPOT
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& APP COMPONENTS

Activities: 18
Services: 0
Receivers: 1
Providers: 2
Exported Activities: 0
Exported Services: 0
Exported Receivers: 1
Exported Providers: 0

# CERTIFICATE INFORMATION

Binary is signed

v1 signature: False

V2 signature: True

v3 signature: False

v4 signature: False

X.509 Subject: CN=Dominic Kronig, OU=University, O=University of Bern, L=Bern, ST=Bern, C=3012
Signature Algorithm: rsassa_pkcs1v15

Valid From: 2025-12-31 12:08:44+00:00

Valid To: 2050-12-25 12:08:44+00:00

Issuer: CN=Dominic Kronig, OU=University, O=University of Bern, L=Bern, ST=Bern, C=3012

Serial Number: Ox1

Hash Algorithm: sha256

md5: 71d59136f94aa3f5454bae353851cb7b

shal: 62a94e3eabf027ca5dfdd42d912c2c5be84bd50b

sha256: 4f2afb4af5b8974656740ed44235ef4d3e4cff3b027afdde279058ad2fe 13754

sha512: e7ed3abdb5695aed963f9c948b0be09ef3bbf09a1a410cd4b6efcd3e2b1d24e834d73a9642b15db205c81d71e539%ea7bb933336d7248426d562089edb8bda536
PublicKey Algorithm: rsa

Bit Size: 2048

Fingerprint: 77428f4f4c526be66d196301e1335f4b576b37d16f9892b220b0ef75c37c346a

Found 1 unique certificates
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:= APPLICATION PERMISSIONS

PERMISSION STATUS | INFO DESCRIPTION
com.dkronig.masvs_storage.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION unknown Unknf)wn Unknown permission from andreid
permission reference

4 APKID ANALYSIS

Build.FINGERPRINT check
Build. MANUFACTURER check

FILE DETAILS

FINDINGS DETAILS

yara_issue yara issue - dex file recognized by apkid but not yara module
classes.dex

Compiler

unknown (please file detection issue!)
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FILE DETAILS
FINDINGS DETAILS
yara_issue yara issue - dex file recognized by apkid but not yara module

classes2.dex

Compiler unknown (please file detection issue!)

@ NETWORK SECURITY

‘ NO ‘ SCOPE SEVERITY DESCRIPTION

B8 CERTIFICATE ANALYSIS

HIGH: 0 | 0 | INFO:1

TITLE SEVERITY DESCRIPTION

Signed Application info Application is signed with a code signing certificate
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Q, MANIFEST ANALYSIS

HIGH: 0 | 2 | INFO: 0 | SUPPRESSED: 0

NO | ISSUE SEVERITY | DESCRIPTION

1 Application Data can be Backed up This flag allows anyone to backup your application data via adb. It allows users who
[android:allowBackup=true] have enabled USB debugging to copy application data off of the device.
Broadcast Receiver A Broadcast Receiver is found to be shared with other apps on the device therefore
(androidx.profileinstaller.ProfileinstallReceiver) leaving it accessible to any other application on the device. It is protected by a
is Protected by a permission, but the permission which is not defined in the analysed application. As a result, the protection

2 protection level of the permission should be level of the permission should be checked where it is defined. If it is set to normal or
checked. <strong>Permission: dangerous, a malicious application can request and obtain the permission and interact
</strong>android.permission.DUMP with the component. If it is set to signature, only applications signed with the same
[android:exported=true] certificate can obtain the permission.

<[> CODE ANALYSIS

HIGH: 0 | 1| INFO: 1| SECURE: 0 | SUPPRESSED: 0

NO | ISSUE SEVERITY | STANDARDS FILES

The App logs information. Sensitive CWE: CW.ESQ: |ﬂSertIfJn of Sensitive com/dkronig/masvs_storage/maswe_0001/Regis
! information should never be logged info Information into Log File terActivity.java

Beec. OWASP MASVS: MSTG-STORAGE-3 V)
WE: CWE-312: Cl f /dkronig/ /BaselLoginActivity.j

Files may contain hardcoded C CWE-312: C| e.artext Storage o com/d ronfg ‘common/Basel ogl.n CtIVIFy.JaV.a

2 sensmvi information like usernames, Sensitive Information com/dkronig/common/BaseRegisterActivity.java
asswords, keys etc OWASP Top 10: M9: Reverse Engineering com/dkronig/masvs_storage/maswe_0006/Encr
OWASP MASVS: MSTG-STORAGE-14 yptionHandler java
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B NIAP ANALYSIS v1.3

NO IDENTIFIER REQUIREMENT

FEATURE

DESCRIPTION

&2 BEHAVIOUR ANALYSIS

RULE ID BEHAVIOUR LABEL

FILES

00125 Check if the given file path exist

com/dkronig/common/BaseLoginActivity.java

¢21: ABUSED PERMISSIONS

TYPE MATCHES | PERMISSIONS

Malware Permissions 0/25

Other Common Permissions 0/44

Malware Permissions:
Top permissions that are widely abused by known malware.

Other Common Permissions:
Permissions that are commonly abused by known malware.

& HARDCODED SECRETS



110 LIST OF FIGURES

POSSIBLE SECRETS

39402006196394479212279040100143613805079739270465446667948293404245721771496870329047266088258938001861606973112319

68647976601306097149819007990813932172694353001433054093944634591855431833976560521225596406614545549772963113914808580371219879997166
43812574028291115057151

39402006196394479212279040100143613805079739270465446667946905279627659399113263569398956308152294913554433653942643

051953eb9618e1c9a1f929a21a0b68540eea2da725b99b315f3b8b489918ef109e156193951ec7e€937b1652c0bd3bb1bf073573df883d2c34f1ef451fd46b503f00

115792089210356248762697446949407573530086143415290314195533631308867097853951

6b17d1f2e12c4247f8bce6e563a440f277037d812deb33a0f4a13945d898c296

11839296a789a3bc0045c8a5fb42c7d1bd998f54449579b446817afbd17273e662c97ee72995ef42640c55009013fad0761353¢7086a272c24088be94769fd 16650

3617de4a96262c6f5d9e98bf9292dc29f8f41dbd289a147ce9da3113b5f0b8c00a60b1ce1d7e819d7a431d7c90eale5f

4fe342e2fe1a7f9b8ee7eb4a7c0f9e162bce33576b315ecechb6406837bf51f5

€6858e06b70404e9cd9e3ecb662395b4429c648139053fb521f828af606b4d3dbaal4b5e77efe75928fe1dc127a2ffa8de3348b3c1856a429bf97e7e31c2e5bd66

b3312fa7e23ee7e4988e056be3f82d19181d9c6efe8141120314088f5013875ac656398d8a2ed19d2a85c8edd3ec2aef

aa87ca22be8b05378eb1c71ef320ad746e1d3b628ba79b9859f741e082542a385502f25dbf55296¢3a545e3872760ab7

115792089210356248762697446949407573529996955224135760342422259061068512044369

5ac635d8aa3a93e7b3ebbd55769886bc651d06b0cc53b0f63bce3c3e27d2604b

68647976601306097149819007990813932172694353001433054093944634591855431833976553942450577463332171975329639963713633211138647686124403
80340372808892707005449
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POSSIBLE SECRETS

:= SCAN LOGS

Timestamp Event Error
2026-01-26 16:13:02 Generating Hashes OK
2026-01-26 16:13:02 Extracting APK OK
2026-01-26 16:13:02 Unzipping OK
2026-01-26 16:13:02 Parsing APK with androguard OK
2026-01-26 16:13:03 Extracting APK features using aapt/aapt2 OK
2026-01-26 16:13:03 Getting Hardcoded Certificates/Keystores OK
2026-01-26 16:13:10 Parsing AndroidManifest.xml OK
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2026-01-26 16:13:10 Extracting Manifest Data oK
2026-01-26 16:13:10 Manifest Analysis Started OK
2026-01-26 16:13:10 Performing Static Analysis on: masvs_storage (com.dkronig.masvs_storage) OK
2026-01-26 16:13:10 Fetching Details from Play Store: com.dkronig.masvs_storage OK
2026-01-26 16:13:10 Checking for Malware Permissions OK
2026-01-26 16:13:10 Fetching icon path oK
2026-01-26 16:13:10 Library Binary Analysis Started OK
2026-01-26 16:13:10 Reading Code Signing Certificate OK
2026-01-26 16:13:11 Running APKiD 3.0.0 OK
2026-01-26 16:13:13 Detecting Trackers OK
2026-01-26 16:13:16 Decompiling APK to Java with JADX OK




LIST OF FIGURES

113

2026-01-26 16:14:33 Converting DEX to Smali OK
2026-01-26 16:14:33 Code Analysis Started on - java_source OK
2026-01-26 16:14:39 Android SBOM Analysis Completed OK
2026-01-26 16:15:13 Android SAST Completed OK
2026-01-26 16:15:13 Android APl Analysis Started OK
2026-01-26 16:15:15 Android API Analysis Completed OK
2026-01-26 16:15:16 Android Permission Mapping Started OK
2026-01-26 16:15:16 Android Permission Mapping Completed OK
2026-01-26 16:15:17 Android Behaviour Analysis Started OK
2026-01-26 16:15:50 Android Behaviour Analysis Completed OK
2026-01-26 16:15:50 Extracting Emails and URLs from Source Code OK
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2026-01-26 16:15:51 Email and URL Extraction Completed OK
2026-01-26 16:15:51 Extracting String data from APK OK
2026-01-26 16:15:51 Extracting String data from Code OK
2026-01-26 16:15:51 Extracting String values and entropies from Code OK
2026-01-26 16:15:57 Performing Malware check on extracted domains OK
2026-01-26 16:15:57 Saving to Database OK

Report Generated by - MobSF v4.4.5

Mobile Security Framework (MobSF) is an automated, all-in-one mobile application (Android/iOS/Windows) pen-testing, malware analysis and security assessment

framework capable of performing static and dynamic analysis.

© 2026 Mobile Security Framework - MobSF | Ajin Abraham | OpenSecurity.
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ANDROID STATIC ANALYSIS REPORT

app_icon

# masvs_crypto (1.0)
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File Name:

Package Name:

Scan Date:

App Security Score:

Grade:

masvs_crypto_release.apk
com.dkronig.masvs_crypto

Jan. 26, 2026, 1:45 p.m.

60/100 (LOW RISK)
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@ FINDINGS SEVERITY

% HIGH v SECURE @ HOTSPOT

& FILE INFORMATION

File Name: masvs_crypto_release.apk

Size: 18.03MB

MD5: 3d4084b25b59b12dc63bbabe2a6809b1

SHA1: f6e82483c86b91524187709531561b1e89dbab9c

SHA256: 1d32649f0748338561f1b95505933d662310a2931e8fadbf4b144f3ae5e4baea

1 APP INFORMATION

App Name: masvs_crypto

Package Name: com.dkronig.masvs_crypto

Main Activity: com.dkronig.masvs_crypto.CryptoMenu
Target SDK: 35

Min SDK: 35

Max SDK:

Android Version Name: 1.0

Android Version Code: 1
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& APP COMPONENTS

Activities: 74
Services: 5
Receivers: 1
Providers: 1

Exported Activities: 0
Exported Services: 0
Exported Receivers: 1
Exported Providers: 0

# CERTIFICATE INFORMATION

Binary is signed

v1 signature: False

V2 signature: True

v3 signature: False

v4 signature: False

X.509 Subject: CN=Dominic Kronig, OU=University, O=University of Bern, L=Bern, ST=Bern, C=3012
Signature Algorithm: rsassa_pkcs1v15

Valid From: 2025-12-31 12:08:44+00:00

Valid To: 2050-12-25 12:08:44+00:00

Issuer: CN=Dominic Kronig, OU=University, O=University of Bern, L=Bern, ST=Bern, C=3012

Serial Number: Ox1

Hash Algorithm: sha256

md5: 71d59136f94aa3f5454bae353851cb7b

shal: 62a94e3eabf027ca5dfdd42d912c2c5be84bd50b

sha256: 4f2afb4af5b8974656740ed44235ef4d3e4cff3b027afdde279058ad2fe 13754

sha512: e7ed3abdb5695aed963f9c948b0be09ef3bbf09a1a410cd4b6efcd3e2b1d24e834d73a9642b15db205c81d71e539%ea7bb933336d7248426d562089edb8bda536
PublicKey Algorithm: rsa

Bit Size: 2048

Fingerprint: 77428f4f4c526be66d196301e1335f4b576b37d16f9892b220b0ef75c37c346a

Found 1 unique certificates
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:= APPLICATION PERMISSIONS

PERMISSION

STATUS | INFO

DESCRIPTION

com.dkronig.masvs_crypto.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION unknown

Unknown
permission

Unknown permission from android
reference

4 APKID ANALYSIS

FILE DETAILS

FINDINGS DETAILS

yara_issue yara issue - dex file recognized by apkid but not yara module
classes.dex

Build.FINGERPRINT check
Build. MANUFACTURER check

Compiler

unknown (please file detection issue!)
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FILE DETAILS
FINDINGS DETAILS
yara_issue yara issue - dex file recognized by apkid but not yara module

classes2.dex

Compiler unknown (please file detection issue!)

@ NETWORK SECURITY

‘ NO ‘ SCOPE SEVERITY DESCRIPTION

B8 CERTIFICATE ANALYSIS

HIGH: 0 | 0 | INFO:1

TITLE SEVERITY DESCRIPTION

Signed Application info Application is signed with a code signing certificate




LIST OF FIGURES

121

Q, MANIFEST ANALYSIS

HIGH: 0 | 2 | INFO: 0 | SUPPRESSED: 0
NO | ISSUE SEVERITY | DESCRIPTION
Application Data can be Backed up The flag [android:allowBackup] sho.u\d‘be setto ‘falseA By default it is set to true and
1 fandroid:allowBackup] flag is missin allows anyone to backup your application data via adb. It allows users who have
: pltiag 8 enabled USB debugging to copy application data off of the device.
Broadcast Receiver A Broadcast Receiver is found to be shared with other apps on the device therefore
(androidx.profileinstaller.ProfilelnstallReceiver) leaving it accessible to any other application on the device. It is protected by a
is Protected by a permission, but the permission which is not defined in the analysed application. As a result, the protection
2 protection level of the permission should be level of the permission should be checked where it is defined. If it is set to normal or
checked. <strong>Permission: dangerous, a malicious application can request and obtain the permission and interact
</strong>android.permission.DUMP with the component. If it is set to signature, only applications signed with the same
[android:exported=true] certificate can obtain the permission.
HIGH: 0 | 3| INFO: 1 | SECURE: 0 | SUPPRESSED: 0
NO | ISSUE SEVERITY | STANDARDS FILES
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NO | ISSUE SEVERITY | STANDARDS FILES
com/dkronig/common/BaseloginActivity.java
com/dkronig/common/BaseRegisterActivity.ja
va
com/dkronig/masvs_crypto/maswe_0009/Encr
yptionHandler java
com/dkronig/masvs_crypto/maswe_0010/Encr
yptionHandler java
com/dkronig/masvs_crypto/maswe_0011/Encr

. tionHandler java
Files may contain hardcoded ﬁ]vfﬁnf::l;:w 2 Cleartext Storage of Sensitive )c/gm/dkron'\g/rriasvs,(rypto/maswe,Om4/Encr
1 sensitive information like usernames, tionHandler java
passwords, keys etc. OWASP Top 10: M9: Reverse Engineering ZSm/dkron‘\g/niasvs crypto/maswe_0015/Encr
OWASP MASVS: MSTG-STORAGE-14 - -
yptionHandler java
com/dkronig/masvs_crypto/maswe_0022/Encr
yptionHandler java
com/dkronig/masvs_crypto/maswe_0023/Encr
yptionHandler.java
com/dkronig/masvs_crypto/maswe_0024/Encr
yptionHandler.java
com/dkronig/masvs_crypto/maswe_0027/Encr
yptionHandler java
CWE: CWE-327: Use of a Broken or Risky
5 SHA-1 is a weak hash known to have Cryptographic Algorithm com/dkronig/masvs_crypto/maswe_0021/Encr
hash collisions. OWASP Top 10: M5: Insufficient Cryptography yptionHandler java
OWASP MASVS: MSTG-CRYPTO-4
The App logs information. Sensitive CWE: CW.ES?’Z: Insertu.nn of Sensitive com/dkronig/masvs_crypto/maswe_0023/Encr
3 information should never be logged. nfo Information into Log File yptionHandler java
OWASP MASVS: MSTG-STORAGE-3
CWE: CWE-330: Use of Insufficiently Random
4 The App uses an insecure Random Values com/dkronig/masvs_crypto/maswe_0027/Encr
Number Generator. OWASP Top 10: M5: Insufficient Cryptography yptionHandler java
OWASP MASVS: MSTG-CRYPTO-6
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B NIAP ANALYSIS v1.3

NO IDENTIFIER REQUIREMENT

FEATURE

DESCRIPTION

&2 BEHAVIOUR ANALYSIS

RULE ID BEHAVIOUR LABEL

FILES

00125 Check if the given file path exist

com/dkronig/common/BaseLoginActivity.java

¢21: ABUSED PERMISSIONS

TYPE MATCHES | PERMISSIONS

Malware Permissions 0/25

Other Common Permissions 0/44

Malware Permissions:
Top permissions that are widely abused by known malware.

Other Common Permissions:
Permissions that are commonly abused by known malware.

& HARDCODED SECRETS
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POSSIBLE SECRETS

E95E4AS5F737059DC60DF5991D45029409E60FCO9

6A941977BA9F6A435199ACFC51067ED587F519C5ECB541B8E44111DE1D40

0418DE98B02DB9A306F2AFCD7235F72A819B80AB12EBD653172476FECD462AABFFCAFF191B946A5F54D8D0AA2F418808CC25AB056962D30651A114AFD2755AD33
6747F93475B7A1FCA3B88F2B6A208CCFE469408584DC2B2912675BF5B9E582928

B3312FA7E23EE7E4988E056BE3F82D19181D9C6EFES141120314088F5013875AC656398D8A2ED19D2A85C8EDD3EC2AEF

0100FAF51354E0E39E4892DF6E319C72C8161603FA45AA7B998A167B8F1E629521

FFFFFFFFFFFFFFFFADF85458A2BB4A9AAFDC5620273D3CF1D8BIC583CE2D3695A9E13641146433FBCCI39DCE249B3EF97D2FE363630C75D8F681B202AEC4617AD3D
F1ED5D5FD65612433F51F5F066ED0856365553DED1AF3B557135E7F57C935984F0C70EOE68B77E2A689DAF3EFE8721DF158A136ADE73530ACCA4F483A797ABCOABT
82B324FB61D108A94BB2C8E3FBBI6ADAB760D7F4681D4F42A3DE394DFAAES6EDE76372BB190B07A7C8EE0A6D709E02FCE1CDF7E2ECC03404CD28342F619172FE9C
E98583FF8E4F1232EEF28183C3FE3B1B4C6FAD733BB5FCBC2EC22005C58EF1837D1683B2C6F34A26C1B2EFFA886B4238611FCFDCDE355B3B6519035BBC34F4DEF99
C023861B46FCID6E6CI077ADI1D2691F7F7EES98CBOFACT86D91CAEFE130985139270B4130C93BC437944F4FD4452E2D74DD364F2E21E71F54BFFSCAES2ABICODF6
9EE86D2BC522363A0DABC521979BODEADATDBFIA42D5C4484E0ABCDO6BFAS3DDEF3C1B20EE3FD59D7C25E41D2B669E1EF16E6F52C3164DFAFB7930E9E4E58857B
6AC7D5F42D69F6D187763CF1D5503400487F55BA57E31CC7A7135C886EFB4318AED6ATE0T2D9E6832A907600A918130C46DC778F971AD0038092999A333CB8B7A1
A1DB93D7140003C2A4ECEA9F98DOACCOAB291CDCECY7DCF8ECIB55A7F88A46B4DB5A851F44182E1C68A007ESE0DDI020BFD64B645036C7A4E677D2C38532A3A23
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POSSIBLE SECRETS

0OE8BEE4D3E2260744188BEOE9C723

A59A749A11242C58C894E9E5A91804E8FAOACE4B56288F8D47D51B1EDC4D65444FECA0T11D78F35FCOFDDACB1F1B79A3BA9CBEES3A3F811012503C8117FI8E5048
BO89E387AF6949BF8784EBDIEF45876F2E6ASA495BEGAB6E770409494B7FEET1DBB1E4B2BC2A53D4F893D418B7159592E4FFFDF6969E91D770DAEBDOB5CB14C00AD
68EC7DC1E5745EA55C706C4ATC5C88964E34D09DEB753AD418C1ADOF4FDFD049A955E5D78491C0B7A2F1575A008CCD727AB376DB6E695515B05BD412F5B8C2F4C
77EE10DA48ABD53F5DD498927EE7B692BBBCDA2FB23A516C5B4533D73980B2A3B60E384ED200AE21B40D273651AD6060C13D97FD69AA13C5611A51B9085

C49D360886E704936A6678E1139D26B7819F7E90

3826F008A8C51D7B95284D9D03FFOE00CE2CD723A

04B8266A46C55657AC734CE38F018F2192

03F7061798EB99E238FD6F1BF95B48FEEB4854252B

D7C134AA264366862A18302575D1D787B09F075797DA8IF57ECSCOFF

b869c82b35d70e1b1ff91b28e37a62ecdc34409b

010090512DA9AF72B08349D98A5DD4C7B0532ECAS1CE03E2D10F3B7AC579BD87E909AE40A6F131E9CFCESBDI67

115792089210356248762697446949407573529996955224135760342422259061068512044369

D7C134AA264366862A18302575D0FB98D116BC4B6DDEBCA3ASA7939F

F1FD178C0B3AD58F10126DE8CE42435B53DC67E140D2BF941FFDD459C6D655E1

0370F6E9D04D289C4E89913CE3530BFDE903977D42B146D539BF1BDE4EICI2

€8b4011604095303ca3b8099982be09fcb9ae616
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POSSIBLE SECRETS

8e722de3125bddb05580164bfe20b8b432216a62926c57502ceede31c47816edd1e89769124179d0b695106428815065

02F40E7E2221F295DE297117B7F3D62F5C6A97FFCB8CEFF1 CD6BASCE4AIAT8AD84FFABBD8EFAS59332BE7AD6756A66E294AFD185A78FF12AA520E4DE739BACAOCTF
FEFF7F2955727A

E4E6DB2995065C407D9D39B8D0967B96704BABEICI0B

MQVwithSHA256KDFAndSharedinfo

0101BAF95C9723C57B6C21DA2EFF2DSED588BDD5717E212F9D

C2173F1513981673AF4892C23035A27CE25E2013BF95AA33B22C656F277E7335

A9FB57DBA1EEAIBC3E660A909D838D726E3BF623D52620282013481D1F6E5374

1854BEBDC31B21B7AEFC80ABOECD10D5B1B3308E6DBF11C1

1C97BEFC54BD7A8B65ACF89F81D4D4ADC565FA45

0479BE667EF9DCBBAC55A06295CE870B07029BFCDB2DCE28D959F2815B16F81798483ADA7726A3C4655DA4FBFCOET108A8FD17B448A68554199C47D08FFB10D4B
8

10COFB15760860DEF1EEFAD696E676875615175D

6C01074756099122221056911C77D77E77A777E7ETE77FCB

04B199B13B9B34EFC1397E64BAEBOSACC265FF2378ADD6718B7C7C1961F0991B842443772152C9E0AD

14201174159756348119636828602231808974327613839524373876287257344192745939351271897363116607846760036084894662356762579528277471921224
19290710461342083806363940845126918288940005715246254452957693493567527289568315417754417631393844571917550968471078465956625479423122
93338483924514339614727760681880609734239
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POSSIBLE SECRETS

4fe342e2fe1a7f9b8ee7eb4a7c0f9e162bce33576b315ececbb6406837bf51f5

036b17d1f2e12c4247f8bce6e563a440f277037d812deb33a0f4a13945d898c296

662C61C430D84EA4FE66A7733D0B76B7BFI3EBCAAF2F49256AE58101FEE92B04

0257927098FA932E7COA96D3FD5B706EF7E5F5CT56E16B7E7C86038552E91D

0400D9B67D192E0367C803F39E1A7E82CAT14A651350AAE617E8F01CE94335607C304AC29E7DEFBDICAOTF596F927224CDECF6C

74D59FF07F6B413D0EA14B344B20A2DB049B50C3

68647976601306097149819007990813932172694353001433054093944634591855431833976560521225596406614545549772963113914808580371219879997166
43812574028291115057151

FFFFFFFFFFFFFFFFADF85458A2BB4A9AAFDC5620273D3CF1D8BIC583CE2D3695A9E13641146433FBCCI39DCE249B3EF97D2FE363630C75D8F681B202AEC4617AD3D
F1ED5D5FD65612433F51F5F066ED0856365553DED1AF3B557135E7F57C935984F0C70EOE68B77E2A689DAF3EFE8721DF158A136ADE73530ACCA4F483A797ABCOABT
82B324FB61D108A94BB2C8E3FBBI6ADAB760D7F4681D4F42A3DE394DFAAES6EDE76372BB190B07A7C8EE0A6D709E02FCE1CDF7E2ECC03404CD28342F619172FEIC
E98583FF8E4F1232EEF28183C3FE3B1B4C6FAD733BB5FCBC2EC22005C58EF1837D1683B2C6F34A26C1B2EFFA886B4238611FCFDCDE355B3B6519035BBC34F4DEF9
C023861B46FCID6E6CI077ADI1D2691F7F7EES98CBOFACT86D91CAEFE130985139270B4130C93BC437944F4FD4452E2D74DD364F2E21E71F54BFFSCAE82ABICODF6
9EE86D2BC522363A0DABC521979BODEADATDBFOA42D5C4484E0ABCDO6BFAS3DDEF3C1B20EE3FD59D7C25E41D2B669E1EF16E6F52C3164DFAFB7930E9E4ES8857B
6AC7D5F42D69F6D187763CF1D5503400487F55BA57E31CC7A7135C886EFB4318AED6ATE0T2D9E6832A907600A918130C46DC778F971AD0038092999A333CB8B7A1
A1DB93D7140003C2A4ECEA9F98DOACCOAB291CDCECI7DCFBECIB55A7F88A46B4DB5A851F44182E1C68A007ESE655F6AFFFFFFFFFFFFFFFF

e4437ed6010e88286f547fa90abfe4c42212

F1FD178C0OB3ADS58F10126DE8CE42435B3961ADBCABC8CA6DESFCF353D86E9CO0

D7C134AA264366862A18302575D1D787B09F075797DA89IF57EC8COFC
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POSSIBLE SECRETS

AC6BDB41324A9A9BF166DESE1389582FAF72B6651987EE07FC3192943DB56050A37329CBB4A099ED8193E0757767A13DD52312AB4B03310DCD7FA8A9DA04FDSOE
8083969EDB767BOCF6095179A163AB3661A05FBD5SFAAAES2918A9962F0BI3B855F97993ECI7SEEAA80D740ADBF4FF747359D041D5C33EA71D281E446B14773BCA9
7B43A23FB801676BD207A436C6481F1D2B9078717461A5B9D32E688F87748544523B524B0D57D5EA77A2775D2ECFA032CFBDBF52FB3786160279004E57AE6AF874E
7303CE53299CCC041C7BC308D82A5698F3A8D0C38271AE35F8EIDBFBB694B5C803D89F7AE435DE236D525F54759B65E372FCD68EF20FA7111FIE4AFF73

9760508f15230bccb292b982a2eb840bf0581cf5

3FA8124359F96680B83D1C3EB2C070E5C545C9858D03ECFB744BF8D717717EFC

13DS6FFAEC78681E68FIDEB43B35BEC2FB68542E27897B79

7D5A0975FC2C3057EEF67530417AFFE7FB8055C126DC5C6CE94A4B44F330B5D9

51DEF1815DB5ED74FCC34C85D709

517cc1b727220a94fe13abe8fadabee0

:= SCAN LOGS

Timestamp Event Error
2026-01-26 15:02:41 Generating Hashes OK
2026-01-26 15:02:41 Extracting APK OK
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2026-01-26 15:02:41 Unzipping OK
2026-01-26 15:02:41 Parsing APK with androguard OK
2026-01-26 15:02:41 Extracting APK features using aapt/aapt2 OK
2026-01-26 15:02:42 Getting Hardcoded Certificates/Keystores OK
2026-01-26 15:02:45 Parsing AndroidManifest.xml OK
2026-01-26 15:02:45 Extracting Manifest Data OK
2026-01-26 15:02:45 Manifest Analysis Started OK
2026-01-26 15:02:45 Performing Static Analysis on: masvs_crypto (com.dkronig.masvs_crypto) OK
2026-01-26 15:02:45 Fetching Details from Play Store: com.dkronig.masvs_crypto OK
2026-01-26 15:02:46 Checking for Malware Permissions OK
2026-01-26 15:02:46 Fetching icon path OK
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2026-01-26 15:02:46 Library Binary Analysis Started oK
2026-01-26 15:02:46 Reading Code Signing Certificate OK
2026-01-26 15:02:46 Running APKiD 3.0.0 OK
2026-01-26 15:02:48 Detecting Trackers OK
2026-01-26 15:02:51 Decompiling APK to Java with JADX OK
2026-01-26 15:03:42 Converting DEX to Smali OK
2026-01-26 15:03:42 Code Analysis Started on - java_source OK
2026-01-26 15:03:43 Android SBOM Analysis Completed OK
2026-01-26 15:03:46 Android SAST Completed oK
2026-01-26 15:03:46 Android API Analysis Started OK
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2026-01-26 15:04:19 Android API Analysis Completed OK
2026-01-26 15:04:19 Android Permission Mapping Started oK
2026-01-26 15:04:20 Android Permission Mapping Completed OK
2026-01-26 15:04:21 Android Behaviour Analysis Started OK
2026-01-26 15:04:23 Android Behaviour Analysis Completed OK
2026-01-26 15:04:23 Extracting Emails and URLs from Source Code OK
2026-01-26 15:04:23 Email and URL Extraction Completed OK
2026-01-26 15:04:23 Extracting String data from APK OK
2026-01-26 15:04:24 Extracting String data from Code OK
2026-01-26 15:04:24 Extracting String values and entropies from Code OK
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2026-01-26 15:04:28

Performing Malware check on extracted domains

OK

2026-01-26 15:04:28

Saving to Database

OK

Report Generated by - MobSF v4.4.5

Mobile Security Framework (MobSF) is an automated, all-in-one mobile application (Android/iOS/Windows) pen-testing, malware analysis and security assessment
framework capable of performing static and dynamic analysis.

© 2026 Mobile Security Framework - MobSF | Ajin Abraham | OpenSecurity.
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ANDROID STATIC ANALYSIS REPORT

app_icon

# masvs_platform (1.0)
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File Name: masvs_platform_release.apk

Package Name: com.dkronig.masvs_platform

Scan Date: Jan. 26, 2026, 413 p.m.

App Security Soore: 52/100 (MEDIUM RISK)

Grade:
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@ FINDINGS SEVERITY

% HIGH v SECURE @ HOTSPOT

& FILE INFORMATION

File Name: masvs_platform_release.apk

Size: 12.71MB

MD5: 5ee5a97e39dd75eeafed5dch38cf92ca

SHA1: 2540252e76c4dc737a481478824f4e1fe6982929

SHA256: 43b15859919bc5e4fb795269fd78e4fca31d5033f30aaa943102ba1d70b628bd

1 APP INFORMATION

App Name: masvs_platform

Package Name: com.dkronig.masvs_platform

Main Activity: com.dkronig.masvs_platform.PlatformMenu
Target SDK: 35

Min SDK: 35

Max SDK:

Android Version Name: 1.0

Android Version Code: 1
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& APP COMPONENTS

Activities: 18
Services: 0
Receivers: 1
Providers: 2
Exported Activities: 0
Exported Services: 0
Exported Receivers: 1
Exported Providers: 1

# CERTIFICATE INFORMATION

Binary is signed

v1 signature: False

V2 signature: True

v3 signature: False

v4 signature: False

X.509 Subject: CN=Dominic Kronig, OU=University, O=University of Bern, L=Bern, ST=Bern, C=3012
Signature Algorithm: rsassa_pkcs1v15

Valid From: 2025-12-31 12:08:44+00:00

Valid To: 2050-12-25 12:08:44+00:00

Issuer: CN=Dominic Kronig, OU=University, O=University of Bern, L=Bern, ST=Bern, C=3012

Serial Number: Ox1

Hash Algorithm: sha256

md5: 71d59136f94aa3f5454bae353851cb7b

shal: 62a94e3eabf027ca5dfdd42d912c2c5be84bd50b

sha256: 4f2afb4af5b8974656740ed44235ef4d3e4cff3b027afdde279058ad2fe 13754

sha512: e7ed3abdb5695aed963f9c948b0be09ef3bbf09a1a410cd4b6efcd3e2b1d24e834d73a9642b15db205c81d71e539%ea7bb933336d7248426d562089edb8bda536
PublicKey Algorithm: rsa

Bit Size: 2048

Fingerprint: 77428f4f4c526be66d196301e1335f4b576b37d16f9892b220b0ef75c37c346a

Found 1 unique certificates
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:= APPLICATION PERMISSIONS

PERMISSION

com.dkronig.masvs_platform.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION unknown

STATUS | INFO DESCRIPTION
Unknown Unknown permission from android
permission reference

4 APKID ANALYSIS

FILE DETAILS

FINDINGS DETAILS

yara_issue yara issue - dex file recognized by apkid but not yara module
classes.dex

Build.FINGERPRINT check
Build. MANUFACTURER check

Compiler

unknown (please file detection issue!)
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FILE DETAILS
FINDINGS DETAILS
yara_issue yara issue - dex file recognized by apkid but not yara module

classes2.dex

Compiler unknown (please file detection issue!)

@ NETWORK SECURITY

‘ NO ‘ SCOPE SEVERITY DESCRIPTION

B8 CERTIFICATE ANALYSIS

HIGH: 0 | 0 | INFO:1

TITLE SEVERITY DESCRIPTION

Signed Application info Application is signed with a code signing certificate
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Q, MANIFEST ANALYSIS

HIGH: 1 | 3 | INFO: 0 | SUPPRESSED: 0
NO | ISSUE SEVERITY | DESCRIPTION
Debugging was enabled on the app which makes it easier for
1 Debug Enabled For App [android:debuggable=true] high reverse engineers to hook a debugger to it. This allows dumping a
stack trace and accessing debugging helper classes.
The flag [android:allowBackup] should be set to false. By default it
2 Application Data can be Backed up [android:allowBackup] flag is is set to true and allows anyone to backup your application data
missing. via adb. It allows users who have enabled USB debugging to copy
application data off of the device.
Content Provider A Content Provider is found to be shared with other apps on the
3 (com.dkronig.masvs_platform.maswe_0064.CustomContentProvider) device therefore leaving it accessible to any other application on
is not Protected. [android:exported=true] the device.
A Broadcast Receiver is found to be shared with other apps on the
device therefore leaving it accessible to any other application on
h ice. | e hich i fined i
Broadcast Receiver (androidx.profileinstaller.ProfilelnstallReceiver) is the device. Itis pr?tefted by a permission whid ,IS not defined in
. . the analysed application. As a result, the protection level of the
Protected by a permission, but the protection level of the N B " S
4 o - permission should be checked where it is defined. If it is set to
permission should be checked. <strong>Permission: . o
. o normal or dangerous, a malicious application can request and
</strong>android.permission.DUMP [android:exported=true] . o . N o
obtain the permission and interact with the component. If it is set
to signature, only applications signed with the same certificate can
obtain the permission.

<[> CODE ANALYSIS

HIGH: 0 |

1] INFO: 0 | SECURE: 0 | SUPPRESSED: 0
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NO | ISSUE SEVERITY

STANDARDS

FILES

Files may contain hardcoded
1 sensitive information like usernames,

passwords, keys etc.

CWE: CWE-312: Cleartext Storage of Sensitive
Information

OWASP Top 10: M9: Reverse Engineering
OWASP MASVS: MSTG-STORAGE-14

com/dkronig/common/BaseLoginActivity.j
ava
com/dkronig/common/BaseRegisterActivit
yjava

B NIAP ANALYSIS v1.3

NO IDENTIFIER

REQUIREMENT

FEATURE

DESCRIPTION

&2 BEHAVIOUR ANALYSIS

RULE ID BEHAVIOUR

LABEL FILES

00125 Check if the given file path exist

com/dkronig/common/BaselLoginActivity.java

¢33 ABUSED PERMISSIONS

TYPE MATCHES

PERMISSIONS

Malware Permissions 0/25

Other Common Permissions 0/44
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Malware Permissions:
Top permissions that are widely abused by known malware.

Other Common Permissions:
Permissions that are commonly abused by known malware.

& HARDCODED SECRETS

POSSIBLE SECRETS

39402006196394479212279040100143613805079739270465446667948293404245721771496870329047266088258938001861606973112319

68647976601306097149819007990813932172694353001433054093944634591855431833976560521225596406614545549772963113914808580371219879997166
43812574028291115057151

39402006196394479212279040100143613805079739270465446667946905279627659399113263569398956308152294913554433653942643

051953eb9618e1c9a1f929a21a0b68540eea2da725b99b315f3b8b489918ef109e156193951ec7e€937b1652c0bd3bb1bf073573df883d2c34f1ef451fd46b503f00

115792089210356248762697446949407573530086143415290314195533631308867097853951

6b17d1f2e12c4247f8bce6e563a440f277037d812deb33a0f4a13945d898c296

11839296a789a3bc0045c8a5fb42c7d1bd998f54449579b446817afbd17273e662c97ee72995ef42640c55009013fad0761353¢7086a272c24088be94769fd 16650

3617de4a96262c6f5d9e98bf9292dc29f8f41dbd289a147ce9da3113b5f0b8c00a60b1ce1d7e819d7a431d7c90ealeSf

4fe342e2fe1a7f9b8ee7eb4a7c0f9e162bce33576b315ecechb6406837bf51f5

€6858e06b70404e9cd9e3ecb662395b4429c648139053fb521f828af606b4d3dbaal4b5e77efe75928fe1dc127a2ffa8de3348b3c1856a429bf97e7e31c2e5bd66

b3312fa7e23ee7e4988e056be3f82d19181d9c6efe8141120314088f5013875ac656398d8a2ed19d2a85c8edd3ec2aef
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POSSIBLE SECRETS

aa87ca22be8b05378eb1c71ef320ad746e1d3b628ba79b9859f741e082542a385502f25dbf55296c3a545e3872760ab7

115792089210356248762697446949407573529996955224135760342422259061068512044369

5ac635d8aa3a93e7b3ebbd55769886bc651d06b0cc53b0f63bce3c3e27d2604b

80340372808892707005449

68647976601306097149819007990813932172694353001433054093944634591855431833976553942450577463332171975329639963713633211138647686124403

:= SCAN LOGS

Timestamp Event Error
2026-01-26 17:32:16 Generating Hashes OK
2026-01-26 17:32:16 Extracting APK OK
2026-01-26 17:32:16 Unzipping OK
2026-01-26 17:32:16 Parsing APK with androguard OK
2026-01-26 17:32:17 Extracting APK features using aapt/aapt2 OK
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2026-01-26 17:32:17

Getting Hardcoded Certificates/Keystores oK
2026-01-26 17:32:17 Parsing AndroidManifest.xml OK
2026-01-26 17:32:17 Extracting Manifest Data OK
2026-01-26 17:32:17 Manifest Analysis Started OK
2026-01-26 17:32:17 Performing Static Analysis on: masvs_platform (com.dkronig.masvs_platform) OK
2026-01-26 17:32:18 Fetching Details from Play Store: com.dkronig.masvs_platform OK
2026-01-26 17:32:18 Checking for Malware Permissions OK
2026-01-26 17:32:18 Fetching icon path OK
2026-01-26 17:32:18 Library Binary Analysis Started OK
2026-01-26 17:32:18 Reading Code Signing Certificate oK
2026-01-26 17:32:19 Running APKiD 3.0.0 OK
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2026-01-26 17:32:20 Detecting Trackers OK
2026-01-26 17:32:23 Decompiling APK to Java with JADX OK
2026-01-26 17:33:02 Converting DEX to Smali OK
2026-01-26 17:33:02 Code Analysis Started on - java_source OK
2026-01-26 17:33:02 Android SBOM Analysis Completed OK
2026-01-26 17:33:36 Android SAST Completed OK
2026-01-26 17:33:36 Android API Analysis Started OK
2026-01-26 17:33:38 Android API Analysis Completed OK
2026-01-26 17:33:38 Android Permission Mapping Started OK
2026-01-26 17:33:39 Android Permission Mapping Completed OK
2026-01-26 17:33:39 Android Behaviour Analysis Started OK
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2026-01-26 17:33:41 Android Behaviour Analysis Completed OK
2026-01-26 17:33:41 Extracting Emails and URLs from Source Code OK
2026-01-26 17:33:42 Email and URL Extraction Completed OK
2026-01-26 17:33:42 Extracting String data from APK OK
2026-01-26 17:33:42 Extracting String data from Code OK
2026-01-26 17:33:42 Extracting String values and entropies from Code OK
2026-01-26 17:33:45 Performing Malware check on extracted domains OK
2026-01-26 17:33:45 Saving to Database OK

Report Generated by - MobSF v4.4.5

Mobile Security Framework (MobSF) is an automated, all-in-one mobile application (Android/iOS/Windows) pen-testing, malware analysis and security assessment

framework capable of performing static and dynamic analysis.

© 2026 Mobile Security Framework - MobSF | Ajin Abraham | OpenSecurity.
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—— 000 ——
| Semgrep CLI |
R

Scanning 332 files with 86 Code rules:

CODE RULES

Language Rules Files Origin  Rules

java 82 150 Community 86

kotlin 3 7

SUPPLY CHAIN RULES
@ Sign in with * semgrep login® and run

“semgrep ci” to find dependency vulnerabilities and

advanced cross-file findings.

PROGRESS

100% 0:00:00

19 Code Findings
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masvs_crypto\src\main\java\com\dkronig\masvs_crypto\maswe_0009\EncryptionHandler.java

) java.lang.security.audit.crypto.desede-is-deprecated.desede-is-deprecated

Triple DES (3DES or DESede) is considered deprecated. AES is the recommended cipher.
Upgrade to use

AES.

Details: https://sg.run/Geqn

89! KeyGenerator keyGenerator = KeyGenerator.getinstance(ALGORITHM_DES);

) java.lang.security.audit.crypto.des-is-deprecated.des-is-deprecated
DES is considered deprecated. AES is the recommended cipher. Upgrade to use AES. See

https://www.nist.gov/news-events/news/2005/06/nist-withdraws-outdated-data-
encryption-standard for

more information.

Details: https://sg.run/5Q73

»» | Autofix P "AES/GCM/NoPadding"
89! KeyGenerator keyGenerator = KeyGenerator.getinstance(ALGORITHM_DES);

»» | Autofix P "AES/GCM/NoPadding"
118! Cipher cipher = Cipher.getinstance(CIPHER_TRANSFORMATION);

»» | Autofix P "AES/GCM/NoPadding"
133! Cipher cipher = Cipher.getinstance(CIPHER_TRANSFORMATION);

masvs_crypto\src\main\java\com\dkronig\masvs_crypto\maswe_0010\EncryptionHandler.java

) java.lang.security.audit.cbc-padding-oracle.cbc-padding-oracle
Using CBC with PKCS5Padding is susceptible to padding oracle attacks. A malicious actor
could
discern the difference between plaintext with valid or invalid padding. Further, CBC mode

does not
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include any integrity checks. Use '"AES/GCM/NoPadding' instead.

Details: https://sg.run/ydxr

» P | Autofix P "AES/GCM/NoPadding"

64! Cipher cipher = Cipher.getinstance(CIPHER_TRANSFORMATION);

» P> | Autofix P "AES/GCM/NoPadding"

102! Cipher cipher = Cipher.getinstance(CIPHER_TRANSFORMATION);

masvs_crypto\src\main\java\com\dkronig\masvs_crypto\maswe_0021\EncryptionHandler.java
) java.lang.security.audit.crypto.use-of-sha1.use-of-sha1

Detected SHA1 hash algorithm which is considered insecure. SHA1 is not collision resistant
andis

therefore not suitable as a cryptographic signature. Instead, use PBKDF2 for password
hashing or

SHA256 or SHA512 for other hash function applications.

Details: https://sg.run/bXNp

24! MessageDigest digestAlgorithm =
MessageDigest.getInstance(HASHING_ALGORITHM);

masvs_crypto\src\main\java\com\dkronig\masvs_crypto\maswe_0022\EncryptionHandler.java
) java.lang.security.audit.crypto.no-static-initialization-vector.no-static-initialization-vector

Initialization Vectors (IVs) for block ciphers should be randomly generated each time they
are used.

Using a static IV means the same plaintext encrypts to the same ciphertext every time,
weakening the

strength of the encryption.

Details: https://sg.run/BkB5

17! public class EncryptionHandler {

18! private static final String SECRET_KEY_ALIAS = "maswe_0022_secret_key";
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19! private static final String ENCRYPTION_ALGORITHM = "AES";
20| private static final String CIPHER_TRANSFORMATION = "AES/CBC/PKCS5PADDING";
21! private static final String ENCRYPTION_KEY = "encryption_key";
22! private static finalint KEY_SIZE = 256;
23]
24! private static SharedPreferences sharedPreferences;
25! private static byte[] iv = {47, -98, 3, 120, 14, -55, 89, 6, -12, 33, 9, -44, 63, -1,
77,22}
26|

[hid 121 additional lines, adjust with --max-lines-per-finding]

masvs_platform\src\main\java\com\dkronig\masvs_platform\maswe_0053\EncryptionHandler.j
ava

) java.lang.security.audit.crypto.gcm-detection.gcm-detection

GCM detected, please check that IV/nonce is not reused, an Initialization Vector (IV) is a
nonce

used to randomize the encryption, so that even if multiple messages with identical plaintext

are

encrypted, the generated corresponding ciphertexts are different. Unlike the Key, the IV
usually

does not need to be secret, rather it is important that it is random and unique. Certain
encryption

schemes the IV is exchanged in public as part of the ciphertext. Reusing same Initialization
Vector

with the same Key to encrypt multiple plaintext blocks allows an attacker to compare the
ciphertexts

and then, with some assumptions on the content of the messages, to gain important
information about

the data being encrypted.

Details: https://sg.run/BLLb

56! Cipher cipher = Cipher.getinstance(AES_MODE);
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88! Cipher cipher = Cipher.getinstance(AES_MODE);

89! GCM ParameterSpec spec = new GCMParameterSpec(GCM_TAG_LENGTH, iv);

masvs_platform\src\main\java\com\dkronig\masvs_platform\maswe_0055\EncryptionHandler.j
ava
) java.lang.security.audit.crypto.gcm-detection.gcm-detection
GCM detected, please check that IV/nonce is not reused, an Initialization Vector (V) is a
nonce
used to randomize the encryption, so that even if multiple messages with identical plaintext
are

encrypted, the generated corresponding ciphertexts are different. Unlike the Key, the IV
usually

does not need to be secret, rather it is important that it is random and unique. Certain
encryption

schemes the IV is exchanged in public as part of the ciphertext. Reusing same Initialization
Vector

with the same Key to encrypt multiple plaintext blocks allows an attacker to compare the
ciphertexts

and then, with some assumptions on the content of the messages, to gain important
information about

the data being encrypted.

Details: https://sg.run/BLLb

55! Cipher cipher = Cipher.getinstance(AES_MODE);

87! Cipher cipher = Cipher.getinstance(AES_MODE);

88! GCMParameterSpec spec = new GCMParameterSpec(GCM_TAG_LENGTH, iv);

masvs_platform\src\main\java\com\dkronig\masvs_platform\maswe_0067\EncryptionHandler.j

ava

) java.lang.security.audit.crypto.gcm-detection.gcm-detection
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GCM detected, please check that IV/nonce is not reused, an Initialization Vector (V) is a
nonce

used to randomize the encryption, so that even if multiple messages with identical plaintext
are

encrypted, the generated corresponding ciphertexts are different. Unlike the Key, the IV
usually

does not need to be secret, rather it is important that it is random and unique. Certain
encryption

schemes the IV is exchanged in public as part of the ciphertext. Reusing same Initialization
Vector

with the same Key to encrypt multiple plaintext blocks allows an attacker to compare the
ciphertexts

and then, with some assumptions on the content of the messages, to gain important
information about

the data being encrypted.

Details: https://sg.run/BLLb

55! Cipher cipher = Cipher.getinstance(AES_MODE);

87! Cipher cipher = Cipher.getinstance(AES_MODE);

88! GCMParameterSpec spec = new GCMParameterSpec(GCM_TAG_LENGTH, iv);

masvs_storage\src\main\java\com\dkronig\masvs_storage\maswe_0006\EncryptionHandler.jav

a
) java.lang.security.audit.crypto.des-is-deprecated.des-is-deprecated
DES is considered deprecated. AES is the recommended cipher. Upgrade to use AES. See

https://www.nist.gov/news-events/news/2005/06/nist-withdraws-outdated-data-
encryption-standard for

more information.

Details: https://sg.run/5Q73

»» | Autofix P "AES/GCM/NoPadding"

26! Cipher cipher = Cipher.getinstance(ALGORITHM);
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» P | Autofix P "AES/GCM/NoPadding"

42! Cipher cipher = Cipher.getinstance(ALGORITHM);

1

| Scan Summary |
|
Scan completed successfully.
¢ Findings: 19 (19 blocking)
* Rules run: 82
¢ Targets scanned: 157
* Parsed lines: ~100.0%
® Scan skipped:
o Files larger than files 1.0 MB: 1
o Files matching .semgrepignore patterns: 27
* For a detailed list of skipped files and lines, run semgrep with the --verbose flag
Ran 82 rules on 157 files: 19 findings.
(7 Missed out on 29 pro rules since you aren't logged in!

4} Supercharge Semgrep OSS when you create a free account at https://sg.run/rules.
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